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Review Audit of the systems of Management and control of the Purchasing of Office Machinery and Equipment and the Purchases of Computer Equipment and provision of services June 2004 
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Executive Summary

1. Introduction
This report reviews the implementation of the recommendations of the Audit Report dated December 2002.

The original report set out the results of an audit of the management and control systems applied by the Department of Communications, Marine and Natural Resources to Subhead A5 Purchase of Office Machinery & Equipment – Computer Equipment and Provision of Services. This audit was carried out in accordance with the Procedures Manual drafted by O’Hare & Associates, broadly using the framework of the EU Financial and Control Systems Audit Manual.

2. Audit Methodology and Scope

Audit methodology

The Audit is systems based to include an amount of compliance testing and verification as part of the audit methodology in accordance with the terms of reference, which have been established for the Internal Audit Unit.

The audit was carried out in accordance with the provisions of the Procedures Manual that was drafted by O’Hare & Associates.

Audit Scope

The scope of this review audit was to specifically look at the implementation of the recommendations made in the previous audit report. 
3. Audit Resources

The review audit was carried out by, Mr. Sean O’Broin, HEO with the assistance of Ray Treacy, under the supervision of, Mr Niall Kelly, Head of Internal Audit during the period March to August 2004.                                   

4. Opinion

It is the opinion of the Internal Audit Unit of the Department of Communications Marine and Natural Resources that the internal management controls in place within the system were satisfactory in preventing, detecting and correcting errors and irregularities in 

transactions and that the expenditure examined has been verified as eligible and legitimate.

Based on the review of the implementation of the recommendations set out in the original audit the opinion is now as follows:

· Audit Objective 1
Information Systems Division 

We are generally satisfied that there were adequate procedures to ensure that purchases sought and the decisions reached on such activities complied with the relevant Exchequer & Public Procurement rules, were in accordance with the needs of the area in question, and that decisions by the authority were fully documented.

Services Division

We are satisfied that there were adequate procedures to ensure that purchases sought and decisions reached on such purchases complied with the relevant Exchequer & Public Procurement rules, were in accordance with the needs of the area in question, and that decisions by the authority were fully documented.

· Audit Objective 2

Information Systems Division

We are Partially satisfied that there are adequate arrangements within the Division to ensure that recipients of goods and services furnish appropriate documentation on their activities.

Services Division

We are Partially Satisfied that there are adequate arrangements within these Divisions to ensure that recipients of goods and services furnish appropriate documentation on their activities.

· Audit Objective 3
Information Systems Division

We are satisfied that systems were adequate to ensure that payments were only made when due, amounts were correct, and that Exchequer funds were properly safeguarded.

Review Audit Comment by I.A.U

“However it would be useful for ISD to examine the feasibility of introducing the computerised system in operation within Services section to ensure compliance with the Prompt Payment of Accounts Act.”

Services Division

We are satisfied that systems were adequate to ensure that payments were only made when due, amounts were correct, and that Exchequer funds were properly safeguarded.

· Audit Objective 4
Information Systems Division

We are satisfied that financial and accounting systems ensured that expenditure was correctly recorded and properly allocated,

Services Division

We are Generally satisfied that financial and accounting systems ensured that expenditure was correctly recorded and properly allocated,

· Audit Objective 5
Information Systems Division 

We are satisfied that the Management Information Framework (MIF) is currently addressing the issue of classification of expenditure between current and capital expenditure.

Services Division

We are satisfied concerning the adequacy of procedures relating to classification of expenditure between current and capital expenditure.

· Audit Objective 6
Information Systems Division 

We are unable to offer an opinion in relation to the adequacy of the systems in place to protect the capital assets of the 

Department.  The issue will require a separate audit of the asset register within the Department once the asset register and asset management procedures have been put in place as part of the MIF implementation.

Services Division

We are unable to offer any opinion on the basis of the audit carried out concerning the adequacy of the systems in place to protect the capital assets of the Department.  The issue will require a separate audit of the asset register within the Department.

In relation to the specific audit objectives; the findings in the original audit (December, 2002) are as indicated below, together with the updated opinion following the Review Audit (June, 2004)

I.S Division 

	   Original Audit                               Review Audit
   Satisfied:                                                  Satisfied:

                    Objective 5                                           Objective 5

Objective 3

Objective 4

Generally Satisfied                                    Generally Satisfied

Objective 1                                               Objective 1


Objective 3

                                 

Partially Satisfied                                        Partially Satisfied:

Objective 4   

Objective 2                                                       Objective 2
No opinion offered                                      No opinion offered

     Objective 6                                                 Objective 6


Services Division 

	    Original Audit                               Review Audit
   Satisfied:                                                  Satisfied:
Objective 1                                                       Objective 1

Objective 5                                                        Objective 5 

                                                                            Objective 3

                                                                    Generally Satisfied                                    Generally Satisfied

                                                                        Objective 4

Objective 3
Partially Satisfied                                        Partially Satisfied:
Objective 2                                              Objective 2

Objective 4                                                     
No opinion offered                                     No opinion offered

Objective 6                                              Objective 6


Audit Findings and Recommendations:

1. Segregation of Duties - I.S Division 
Whilst segregation of duties was generally found to exist within IS Division, instances were found whereby the person who placed the order also signed the pay direction.

Previous Audit Report Recommendation

ISD should consider the procedures for placing orders, receiving goods and services, verifying the adequacy of the goods/services received and authorising payment. These procedures should insure that there is adequate segregation of duties in all cases. Given the increase in staffing numbers which has occurred in the Division, it should be relatively easy to ensure that pay directions should be signed by staff other than those placing orders.


Previous Management Response

All orders are entered on the Project Cost Spreadsheet and a purchase order number is issued. All invoices are forwarded to a Clerical Officer. The Higher Executive Officer in the relevant area approves invoices for payment.

	Review Audit, June 2004

	Management Response ISD

Procedure is confirmed as agreed. ISD place orders via a centrally available “requisition form”; then when the invoices are received, the quality of the goods are verified before payments are authorised.  ISD are satisfied that there is sufficient segregation of duties in relation to the purchase of assets. However in relation to low value consumable items the Division would not see the necessity for a full segregation of duties in all cases. 

In the main, Pay Directions are signed by the HEO in charge of Admin, and that person rarely places orders per se; the SO in the section does this.
Comment by IAU
It is essential to ensure that there is complete segregation of duties. If orders are placed by the HEO, pay direction to be signed by an officer of at least AP rank.


2. Ordering of Goods and Services I.S Division 
It was found that consumables were purchased by IS Division without documentary evidence of three tenders having been obtained. 

Previous Audit Report Recommendation
A limit of the level of expenditure that can be incurred on contracts placed over the phone e.g., €200 (excluding VAT) should be set by IS Division. For these small value items call off list contracts could be placed with suppliers where prices are agree for a specific period. Regular tender competitions for these call-off/list price contracts should be undertaken (say every two years).

For all other contracts a written or electronic order by E-Mail should issue, containing details such as order number, itemised costs, quantity and total costs.

The IS Division to ensure that there is a more effective audit trail in operation, by the existence of improved documentation, either paper trail or electronic records.

In the short-run the IS division to examine the procedures for purchasing and payments in other Departments and consider the feasibility of adapting such procedures in use within the Department.

In the longer-term, the feasibility of introduction of a fully integrated purchasing and payments system to be examined, perhaps within the context of the new Management Information Framework (MIF) which is currently being developed within the Department.

Previous Management Response

Information Systems Division

ISD do not see the need for call off contracts for low value items. These items can be bought at the best price available from supplier Web sites.

	Review Audit, June 2004

	Management Response ISD

ISD have now put in place “call off contracts” for consumable items.
Comment by I.A.U

IAU is anxious to ensure that there is greater transparency in the audit trail. It is recommended that each tender be given an appropriate reference or code and that that the information should be recorded on a database. All orders should be processed electronically and would not issue unless details of the item and supplier were recorded on the database, which could contain further relevant information such as the appropriate tender competition reference, the date the tender expires, the quantity purchased and the expenditure incurred to-date. An attempt to place an order for an item or supplier not included on the database would trigger off a mechanism to block the placing of an order. This would result in an inbuilt system of control, and alert sections of the necessity to invite tenders at regular intervals for items not included on the database. However, provision would have to be made for exceptions such as purchase of computer equipment from a supplier with whom the Department entered into a licence agreement. This issue of electronic ordering integrated to a database could receive further attention by a project team or group in the Department examining the scope for savings in public procurement or perhaps in the context of the development of the new system of knowledge management or even the MIF project itself.




3. System for Tracking & Monitoring Expenditure - I.S Division 
There was no evidence within IS Division of a formalised system for tracking and monitoring expenditure during part of the period covered by the audit, but a system for monitoring expenditure has now been introduced by spreadsheet. 

Previous Audit Report Recommendation
IS Division to clarify the position with regard to (a) project cost control and (b) procedures for recording commitments and accruals as per Dept of Finance Circular 1/95 in relation to Notes in the Appropriation Account. Details of commitments and accruals will be reconciled against the figures in the Appropriation Account on receipt of the requisite data from Accounts Branch.

Previous Management Response

Information Systems Division

ISD are implementing this recommendation.

	Review Audit, June 2004

	Management Response ISD
At the moment, ISD is implementing this recommendation as agreed. Further improvements on these issues will be implemented as part of the MIF project.


4. System for Tracking & Monitoring Expenditure - Services Division 

Previous Audit Report Recommendation

There is evidence, within the Services Section of a basic system for tracking and monitoring expenditure (commitments and accruals). In the time available we were unable to verify that the figures provided conform to those included in the Appropriation Account. Access to Accounts computer system would be required for full tracking of expenditure

Previous Management Response

Services Division 

Access to Accounts computer system required for full tracking of expenditure.

	Review Audit, June 2004

	Comment by I.A.U

It has been confirmed that a tracking system of expenditure has been introduced within Services Section. However, it is necessary to reconcile these figures with those in the FMS in order to ensure accuracy and reliability. The introduction of the MIF process within the Department should eliminate the necessity for such reconciliation. 

We are satisfied that the computerised Database system introduced eliminates the weaknesses found during the course of the previous Audit
A monthly report of expenditure by sub-head is produced for management information purposes.

The Database system also has a facility for monitoring and controlling payments to ensure compliance with the Prompt Payment of Accounts Act, 1997.




5. Consultancy Contracts for IT Projects – I.S Division 
There are major consultancy contracts for (a) Systems Analysts and Project Management personnel and (b) Help Desk by COMPANY X. The former contract amounts to €3,234,002 and the latter €812,631. There is an issue of transferability of skills from such specialist to departmental staff in respect for the former. The opportunity for greater deployment of civil servants to operate the Help Desk may not be realised.

Previous Audit Report Recommendation
A more detailed value for money audit of the contracts awarded for the provision of Systems Analysts and Project Management Personnel and the help Desk Consultancy should be undertaken by either by Internal or External assessors.

The opportunity for greater deployment of civil servants on Help Desk duties should be examined before renewal of the contract on completion of Year 1.

A system of project cost control should be established to monitor and control costs in accordance with the appropriate guidelines issued by the Department of Finance and the new Management Information Framework (MIF) currently being introduced within the Department.

An external IT audit specialist to advise on the introduction of a formalised system of risk assessment for major projects in information technology and integrated with the Division’s business plans and strategy statement. 

The issue of transferability of IT skills from specialist consultants to departmental staff to be examined by the external IT audit specialist.
The external IT audit specialist to advise on the possible risks of over dependency on external consultants and to propose appropriate recommendations for reduction of such risks.

Previous Management Response

ISD differentiates between consultancy service and out-sourcing service. In general consultancy implies a knowledge base whereas outsourcing does not imply any specific knowledge base but provides labour for specific tasks.  ISD would agree with the comments of IA in relation to consultancy i.e., there should be a transfer of skills from the consultant to the staff in the division in the course of the contract. However ISD do not agree with IA in relation to outsourcing. The Help Desk service is in the nature of an outsourcing contract and experience from other Departments has shown that permanent civil servants are reluctant to do this type of work over the long term. 

	Review Audit, June 2004

	Comment by I.A.U

No further action is required.


6. Certification for Receipt of Goods I.S Division 
The Services Officer in Reception signs delivery dockets for receipt of goods without examination of the contents when staff is unavailable which could expose the Department to risk of losses.



Previous Audit Report Recommendation
It is recommended that delivery dockets should be franked with a hand stamp – “Goods not Examined” and signed by the Services Officer on Reception, if staff from IS Division/Services Section are un-available to take delivery.


Previous Management Response

This is acceptable, and is being implemented.

	Review Audit, June 2004

	Management Response ISD
ISD staffs are always available to take delivery of items as we arrange in advance wit the company, the time and date of delivery and we ensure that there is someone available to sign.  Service Officers do not sign for goods any more.


Certification for Receipt of Goods – Services Division 

It was noted during the audit that occasionally the Services Officer in Reception signed delivery dockets for receipt of goods without examination of contents of packages if staff from the two Divisions were not available. Whilst it is recognised that Services Officers do not have direct responsibility to verify receipt of goods, which have been ordered by Information Systems Division/Services Section nevertheless this is a control weakness that is a cause of concern to the IAU.

Previous Audit Report Recommendation
It is recommended that delivery dockets should be franked with a hand stamp – “Goods not Examined” and signed by the Services Officer on Reception, if staff from IS Division/Services Section are un-available to take delivery.
Previous Management Response
This is acceptable, and is being implemented.

	Review Audit, June 2004

	Management response Services Division

The delivery Computer of equipment is no longer an issue since this function has been transferred to OFFICE B.

If equipment arrives in OFFICE A and if an officer from the relevant division is unavailable for collection, then storage is arranged in a secure area by Services Section. 

The need for franking delivery dockets in the above case with “not examined” by Services Officers is acceptable to Services and will be implemented. The position with regard to receipt of delivery dockets by handheld computers will be investigated by Services Division and appropriate procedures implemented.



7. Security of Computer/Ancillary & Miscellaneous Equipment I.S Division and Services Division 
The delivery of high value goods and services (especially computer equipment) to the main reception area of the OFFICE A complex could expose the Department to the risk of theft.

Previous Audit Report Recommendation
The issue of a separate entrance for consignment of computer/ ancillary & miscellaneous equipment to be pursued by Services 

Section so as to ensure that adequate arrangements are made for collection of goods on receipt of their delivery.

Previous Management Response I.S Division
Services Division are aware of the problem and are endeavouring to resolve the issue. If it is not possible to resolve now it will be done under the refurbishment programme

	Review Audit, June 2004

	Management response - I.S.D
No longer relevant as ISD are in OFFICE B.  Goods are delivered to the 4th floor by Service Officers as a matter of course anyway. 


	Review Audit, June 2004

	Management Response - Services Division

This issue has been resolved as all Computer equipment is delivered directly to OFFICE B and collected by I.S Division.




8. Transparency of Audit Trail – I.S Division and Services Division 
There is an audit trail within IS Division, but this is not obviously transparent, without delving through files and paper records. Within Services Section, there is a weakness in the audit trail in that documentation (copy orders and pay directions) from the sample selected for audit could not be located.

Previous Audit Report Recommendation - ISD

The IS Division to ensure that there is a more effective and transparent audit trail in operations by existence of improved documentation, either paper trail or electronic records.

Previous Management Response



Purchasing Procedures are currently under review as part of the MIF.

	Review Audit, June 2004

	Management Response ISD

ISD are confident that we hold paperwork for all of our orders; in particular, orders for such as CDR’s, inks, toners and tapes (and similar consumables) are covered by a contract awarded as a result of competitive tender process in 2003.

Comment by IAU

Further documentation has been requested by IAU before an assurance can be given of compliance with the requirements of Public Procurement


Transparency of Audit Trail – Services Division 

Previous Audit Report Recommendation – Services Division

An improvement in filing of orders and pay directions returned from Accounts Branch is required.  In Services Section, the development of an integrated purchasing/payments system is required in the long-term, perhaps under the framework of the new Management Information System (MIF), currently being introduced within this Department.
Previous Management Response

A new system is being drawn up and will be implemented from January 2003.

MIF are currently investigating/ In addition a formalised signed audit tracking system is been drawn up for implementing from 1/1/03 which should result in an improvement with filing within the section

	Review Audit, June 2004

	Comment by I.A.U
It was confirmed during the review audit that an access database has been developed by Services Division to ensure greater transparency in the Audit trail. The database system has the capability for monitoring and ordering of purchases.

However orders are issued by Fax, E-Mail and traditional order form

 I.A.U would have some concern that a standard order form is not issued when orders are placed by E-Mail and would suggest that the procedure be reviewed.  

IAU is anxious to ensure that there is greater transparency in the audit trail. It is recommended that each tender be given an appropriate reference or code and that that the information should be recorded on a database. All orders should be processed electronically and would not issue unless details of the item and supplier were recorded on the database, which could contain further relevant information such as the appropriate tender competition reference, the date the tender expires, the quantity purchased and the expenditure incurred to-date. An attempt to place an order for an item or supplier not included on the database would trigger off a mechanism to block the placing of an order. This would result in an inbuilt system of control and alert sections of the necessity to invite tenders at regular intervals for items not included on the database. However, provision would have to be made for exceptions such as purchase of computer equipment from a supplier with whom the Department entered into a licence agreement. This issue of electronic ordering integrated to a database could receive further attention by a project team or group in the Department examining the scope for savings in public procurement or perhaps in the context of the development of the new system of knowledge management or even the MIF project itself.




9. Compliance with Exchequer and EU Public Procurement Requirements I.S Division and Services Division 
It has been confirmed during the audit that there has been compliance with Exchequer and EU Public Procurement Requirements.

Previous Audit Report Recommendation – I.S Division  

The IS Division to indicate why the contract for wiring of information technology systems was not handled through the Office of Public Works. The IAU would like to know whether the advice of the OPW Was sought before the actual awarding of the contract. Given that there is no technical expertise available within the Department to verify that Works carried out by external contractors for electrical wiring are of an acceptable standard, the IAU would suggest that the OPW should have been consulted about the specification beforehand and tenders forwarded to their electrical supervisor for his recommendation before any contract was awarded.

The IS Division to indicate the procedures in place to ensure that contracts for goods and services (including consumables) are not awarded after the contract period has expired, with the consequence of increase in prices charged for which less expensive alternatives are available.

Copies of GCC approval and OJ advertisements to be kept on file for inspection by Internal Audit or other bodies. I.S. Division to clarify whether contracts for wiring should be undertook by the Services Section rather than ISD.

Previous Management Response

All works carried out are by reputable firms recommended by OPW. However, procedures are being reviewed in conjunction with ISD.

	Review Audit, June 2004

	Management response ISD

ISD understands that this was a once-off contract that was awarded under the guidelines issued by OPW and are satisfied that procedures were sufficiently adhered to in this case.




Previous Audit Report Recommendation – Services Division 
Services Section to indicate why the contract for wiring of information technology systems was not handled through the Office of Public Works. The IAU would like to know whether the advice of the OPW was sought before the actual awarding of the contract. Given that there is no technical expertise available within the Department to verify that works carried out by external contractors for electrical wiring are of an acceptable standard, the IAU would suggest that the OPW should have been consulted about the specification beforehand and tenders forwarded to their electrical supervisor for his recommendation before any contract was awarded. 

Services Section to indicate the reason why the contract for wiring of the building was not awarded by the Office of Public Works, which has the expertise and competency to undertake such works, rather than through Services Section. 

Services Division
It was confirmed that there has been compliance relating to public supply contracts. The Office of Public Works carries out all other contracts, which would be subject to EU Public Procurement requirements on behalf of this Department. Again, a contract for wiring of the building plugs was awarded directly by the Services Section, rather than through the Office of Public Works that has the professional expertise and competence to ensure that the State receives value-for-money from such contracts.
	Review Audit, June 2004

	Comment by I.A.U

A list of OPW approved contractors is available for certain specified works. It is not clear to I.A.U whether these contractors are part of call-off contract procedures or whether tenders should be invited from this list by Services Division or whether tenders should be invited by OPW on a more frequent basis. I.A.U will carry out a further audit of procurement after the M.I.F system has been implemented

For larger works being carried out O.P.W are directly involved.



Other Findings – I.S.D & Services Division  

1. Commitments and Accruals
It was not established during the audit whether there are procedures in place to record commitments and accruals as per Department of 

Finance Circular 1/95 in relation to the Notes in the Appropriation Account. Details of commitments and accruals will be reconciled against the figures in the Appropriation Account on receipt of the requisite data from Accounts Branch

	Review Audit, June 2004

	Comment by I.A.U

It has been confirmed during the course of the review audit by I.A.U that I.S Division and Services Division have procedures to monitor commitments and accruals. These procedures will be greatly enhanced by the implementation of the M.I.F process.
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APPENDIX 1 - Categorisation of Audit Findings

The findings in this report have been categorised using the following broad headings;
Serious Weakness - matters, which could result in financial (EU or Exchequer) loss.  Management must act upon these recommendations immediately.

Control Weaknesses - matters that need to be corrected or implemented, in order to improve the system of internal control.  These matters should be implemented in accordance with a time- table as agreed with Internal Audit.

Serious and Control weaknesses will be further ranked as A, B, or C.  The following points will be taken into account when deciding the appropriate ranking to use.

A -
Where the finding was a Serious Weakness, there could result a financial loss greater than 5% of expenditure, or the weakness were so critical that its financial exposure cannot be quantified.  

Where the finding was a Control Weakness, the weakness had a significant risk of a disaster occurring, or no controls existed in vital systems, or no Departmental / EU policy existed.

B - 
Where the finding was a Serious Weakness, there could result in a financial loss of 1% to 5% of expenditure, or the weakness could lead to a major financial exposure.

Where the finding is a Control Weakness, poor controls existed in vital systems, or controls were not being operated properly, or Departmental / EU policy was not being fully implemented.

C - 
Where the finding is a Serious Weakness, which could result in a financial loss of less than 1% of expenditure, or the weakness could develop into a problem.

Where the finding is a Control Weakness, controls need to be improved within the system, or operational controls were poor, or the Department 

Needed to issue guidelines / procedures to accompany its policy.

Other Points - cover other matters which Internal Audit raise with management.  This would include system enhancements, procedural changes and other matters that were not weaknesses in internal controls but could result in improved operations and/or greater efficiency.  Management were encouraged to implement these recommendations.

APPENDIX 2: MAIN FINDINGS (AUDIT DECEMBER 2002) 
1) Segregation of Duties
Segregation of duties exists within Services Section. Whilst segregation of duties was generally found to exist within IS Division, instances were found whereby the person who placed the order also signed the pay direction.

2) Ordering of Goods and Services
It was found that consumables were purchased by IS Division without documentary evidence of three tenders having been obtained. Within Services Section the ordering of goods and services was in accordance with the requirements laid down in the Procedures Manual.

3) System for Tracking & Monitoring Expenditure
There was no evidence within IS Division of a formalised system for tracking and monitoring expenditure during part of the period covered by the audit, but a system for monitoring expenditure has now been introduced by spreadsheet. There is a formalised system for tracking and monitoring expenditure within Services Section.

4) Consultancy Contracts for IT Projects
There are major consultancy contracts for (a) Systems Analysts and Project Management personnel and (b) Help Desk by COMPANY X. The former contract amounts to €3,234,002 and the latter €812,631. There is an issue of transferability of skills from such specialist to departmental staff in respect for the former. The opportunity for greater deployment of civil servants to operate the Help Desk may not be realised.

5) Certification for Receipt of Goods
The Services Officer in Reception signs delivery dockets for receipt of goods without examination of the contents when staff are unavailable which could expose the Department to risk of losses.

6) Security of Computer/Ancillary & Miscellaneous Equipment
The delivery of high value goods and services (especially computer equipment) to the main reception area of the Leeson Lane complex could expose the Department to the risk of theft.

7) Transparency of Audit Trail
There is an audit trail within IS Division, but this is not obviously transparent, without delving through files and paper records. Within Services Section, there is a weakness in the audit trail in that Documentation (copy orders and pay directions) from the sample selected for audit could not be located.

8) Compliance with Exchequer and EU Public Procurement Requirements
It has been confirmed during the audit that there has been compliance with Exchequer and EU Public Procurement Requirements.

9) Commitments and Accruals
It was not established during the audit whether there are procedures in place to record commitments and accruals as per Department of 

Finance Circular 1/95 in relation to the Notes in the Appropriation Account. Details of commitments and accruals will be reconciled against the figures in the Appropriation Account on receipt of the requisite data from Accounts Branch.

________________________________________________________________________________

Internal Audit Unit

Department of Communications, Marine and Natural Resources


