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1.3

INTRODUCTION AND BACKGROUND

Introduction

In December 2008, the Department of Communications, Energy and Natural Resources
(DCENR) commissioned FGS McClure Watters to undertake a Post Project Evaluation of the
MakelTSecure 2008 Campaign, funded by the Special EU Programmes Body (SEUPB) under
interreg IIA Programme Priority 2 Measure 1C, ‘Supporting physical infrastructure and the
environment, Inter Regional Economic Infrastructure’.

Aims of the Evaluation

The aim of this evaluation is to consider the MakelTSecure 2008 campaign against:
« Aims and Objectives of the project;
e Primary INTERREG II'A Objective, and

« Aims and Objectives set out under Priority 2, Measure 1, theme C- Telecommunications.
Project Background

MakelTsecure is a Government led initiative being run by the Department of Communications,
Energy and Natural Resources in the Republic of Ireiand and the Department of Finance and
Personnel in Northern Ireland.  The campaign is part funded by the European Union under
the Interreg Ilia fund. The letter of offer made to DCENR in October 2007 outlined Interreg
funding of €600,000. This funding was to be used to deliver the following:

e Relaunch of the makelTsecure website;

¢ Television ad campaign;

» Liaise with Northern Ireland bodies to create cross border-all island initiative;

e Anchor consumer campaign around child safety issue linking with local bodies;

e Liaise with local bodies such as Internet advisory board to ensure a broad and
inclusive coalition of interested parties; and

e Leverage safer internet plus EU initiative.

The MakelTSecure 2008 campaign was the fourth part of a campaign designed to raise
awareness of online security issues and to inform internet users of the steps required to make
their PCs and networks secure. In addition, the makelTsecure programme aimed to educate
Internet users and parents of children who access the Internet about how to use the Internet
safely without opening themselves o social engineering type attacks such as phishing and
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identity theft and how to use social networking sites in a manner reduces any vulnerability.
Specifically, the aims and objectives outlined in the letter of offer are:

s To secure the computer including publishing information on how to keep your software
updated.

=  Promoting the safe use of the computer, including information on Phishing, ID theft and
Social networking.

Partners in the campaign included Microsoft, Symantec, Irish Banking Federation, BT Ireland,
Eircom, 02 Ireland, Vodafone, 3, National Centre for Technology in Education (NCTE),
Internet Advisory Board {IAB) and RTE.

Report Structure

The remainder of this report is structured as follows:
* Chapter 2 pravides contextual background to the makelT secure programme;

» Chapter 3 uses the pre campaign awareness and post campaign awaraness survey
resulis to assess the impact of the project;

s Chapter 4 assesses the project budget and value for money; and

* Chapter 5 offers a conclusion on the preceding chapters.
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2.1

CONTEXT TO THE MAKEITSECURE CAMPAIGN

Introduction

The Governments, North and South, have invested in e-government and encourage and
promote the use of the internet for many daily setvices such as payment ot bills, revenue
issues, grants, appointment booking etc. For example, the Department of Communication,
Energy and Natura! Resources — Next Generation Broadband consultation document on the
Government's policy for the next generation of broadband outlined that the Government is
setting the development of a knowledge economy at the heart of their economic and social policy.
For this to occur, Ireland requires a truly national broadband infrastructure.

Minister Ryan noted that, “We have seen a dramatic increase in the number of people
availing of broadband in this country. We now have over 1 million broadband subscribers in
Irefand. We have been caiching up but we cannot stand still.

Technology is advancing rapidly and will enable far greater convergence between traditionafl
forms of mobile and fixed communications at higher speeds. The purpose of this paper is to
place Ireland in pole position to avail of the opportunities of the new internet economy.”

The Minister set clear targets for the Government and outlined the financial input. The
Government is pledging to have universal access to broadband in Ireland by early 2010 and
that by 2012, broadband speeds would equal or exceed those in comparator EU regions.

It is therefore important that the cnline service is a reliable one. In many cases, the home
user is crucial to the success of the government and businesses meeting their online e-
business goals. If home users lose faith in their ability to securely access and use online
services or feel their personal information and finances are under threat from the Internet then
this is going to negatively impact on the use of the internet.

The MakelTsecure project was aimed mainly at broadband users. Broadband connections
allow more efficient use of the same services as dial-up connections to an Internet service
provider (ISP); e-mail, web browsing, online purchasing, and music and video access. The
key difference being the much higher transmission speed of broadband and the ‘always on’
factor whether the computer is in use or not. As documented in “Security for Telecommuting
and Broadband Communications” by the National Institute of Standards and Technology, the
fact that it is an 'Always on' connectivity, albeit one of its greatest advantages, means the
system is exposed to potential intruders. This makes it more likely for intruders to detect the
system in a random scan and provides a more time in order to compromise the system.

The High-speed access also means that broadband connections allow intruders to download
information from a system in seconds that would otherwise take long enough for the user to
notice the activity. Similarly, intruders can upload viruses or other types of Trojan horse
programs without the user detecting the suspicious activity. Malicious software loaded in this
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way may be used to steal private information from the user, launch denial of service attacks,
or turn a user's machine into a pirated software (“warez") distribution server.

The use of Broadband has been encouraged and promoted throughout the Island of Ireland.
There has been many government based initiatives such as the National Broadband scheme,
Group Broadband scheme in order to promote broadband throughout the Republic of Ireland.
In Northern Ireland the government contract with BT has ensured the ubiquitous availability of
broadband. This in turn also complements the Broadband Awareness campaign which has
been just completed.

The economy and population of the island of Ireland have grown significantly over the past
several years but the pace of that change is uneven. In the current ecanomic climate, border
regions of Ireland, have an opportunity to raise their performance and contribute towards
more balanced regional development in the border regions. In particular the roll-out of
broadband in the border regions is of significant importance.

While it could be argued that it is in the interest of broadband providers to provide security,
the concept of ICT is a societal issue that goes far beyond the telecommunication providers,
service providers and application providers. Security of ICT is fundamental to all users and all
citizens. The issues associated with security are constantly changing and threats of a serious
nature mean that an ongoing intense education is necessary. This is not only for the younger
population of computer users but also the older later adopters of ICT technology. Where
once virus programs were written and executed for simply a nuisance effect, there is now a
much more sinister element being motivated both for information and meney. Indeed
numerous frauds are being perpetrated on a daily basis.

While operators may provide some information to their customers, the MakelTsecure
campaign aimed to reach a much broader audience. [ts intention was to be a high profile
campaign involving high profile people and widespread use of the media. This has a much
better and lasting impact.

It is clear from the above that there was a clear rationale for the delivery of the MakelTsecure
programme. Before assessing its impact, it is worth noting the EU funding context from which
the campaign was part funded.

Interreg lIIA Programme

Interreg A is a community initiative which aims to stimulate interregional co-operation in the
EU between 2000-2006. It is financed under the European Regional Development Fund
(ERDF) which aims to reduce regional disparities in the Union while at the same time
encouraging the development and conversion of regions.

The Interreg initiative was designed to strengthen economic and social cohesion throughout
the EU by:
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“Fostering the balanced development of the continent through cross border, trans-national and
interregional co-operation”.

Within this context the overall aim of the Ireland / Northern Ireland Interreg IllA Programme is
to promote sustainable integrated regional development across the eligible region by building
on the progress made under the previous Interreg programmes and by concentrating on the
strategic dimension of cross border development which involves and benefits local
communities. This will be achieved through a range of activities which will address the
essential infrastructure and services necessary for economic and social progression.

Enhancing the regions use of modern technology is acknowledged as essential for the
progression of a more innovative and knowledge based economy.

The MakelTSecure 2008 campaign, in aiming to raise awareness of internet security, and
enhancing the broadband experience (and thus usage) across the island of Ireland was
consistent with the aims and objectives of the Interreg fund.
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3.1

3.2

EVALUATION FINDINGS

Introduction

This section of the report outlines the delivery of the MakelTSecure 2008 campaign and the
subsequent outputs, outcomes, and impacts that followed the full campaign implementation.

In line with the Evaluation terms of reference this section will consider the MakelTSecure
2008 campaign against:

¢  Aims and Objectives of the campaign;
*  Primary INTERREG IllA Objective; and

«  Aims and Objectives set out under Priority 2, Measure 1C, Telecommunications.
Project Delivery

3.2.1 Official Launch of the MakeiTSecure 2008 Campaign

The MakelTSecure 2008 campaign was officially launched by Republic of Ireland and
Northern Ireland Ministers, Eamon Ryan T.D. and RT Hon. Peter Robinson M.P. MLA on the
11 February 2008.

At the launch of the campaign, the following key issues were highlighted.

o D Theft: Identity theft occurs when someone steals your personal information and
uses your identity to carry out a fraud. Once an individual has your personal
information, they may sell it to a criminal; they may use it to apply for credit in your
name; they may simply buy goods using your own credit details.

« Phishing: Phishing is a form of online fraud. In a typical phishing fraud, an e-mail,
supposedly from a legitimate company or financial institution — asks you to ‘verify' or
‘re-submit’ confidential information. It may gather this information by asking you to
complete an online form or by return e-mail.

¢+ Social Networking: The Internet and social networking sites can provide an
incredible learning and communication experiences for children and adults, so long
as you follow simple precautions. Parental interest and involvement is the one of
most effective means of protection where children are concerned. Without parental
guidance children can be at risk online. Make sure your children know how to keep
unsavory contacts at bay by being careful what you post online especially personal
details.

s Keeping your Computer & Data Safe: Viruses can spread to a computer whenever
infected files are exchanged, most often as emait aftachments. They can
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inadvertently come from people you know so by simply up-dating your operating
system regularly and installing antivirus software, a firewall and anti-spyware you can
keep your computer free from malware.

The makelTsecure campaign aimed to raise awareness of all these issues. This was done
through a range of media. For example, the website was re-launched -
www.makeitsecure.org — a screen shot is presented below. The website provides a series of
easily navigable sections on identity theft, Phishing, Social Networking, Security basics, etc.

Online Security

Theniernet continues to play an
increasingly pasitive role in o&r
business and personai ives - which is
why i£'5 50 important {0 be aware of
the risks

nline Security
Identity theft Gnfing Securily

Gabpvasion et s Bty

Between the launch date and the end of December 2008, the website atiracted over 35,000
visitors.

In addition to the re-launch of the website local meetings and seminars took place all over the
country to ensure that internet users have the opportunity to learn how to protect themselves
when using the Internet.

The makelTsecure campaign messages were also communicated through extensive
advertising, marketing and PR campaigns. A booklet with IT security infarmation and advice
was distributed to over 900,000 users in the country by newspaper insert and dedicated IT
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security supplements were also circulated across the island. Video tutorials are also available
from the website and a DVD giving advice on the issues addressed by the campaign was also
be available to download and in hard copy. To provide an indication of the content of the
campaign, the graphics below show the cover and two pages from the booklet that was
circulated with newspapers.

i i =

& #
Online Security
Protegt your identity, your persensd
irdarmation ang your Tamily

make I{ safe = thake it simple « make! T'securs org

Phishing

What s phishing?

P?iu!in;; ey when criminds {phighers) prefend ‘o be
tendions. bkn barks anc credit card i

i orter s trick you 1o giving them peracnal detads suoh aa
bak acooard sanbers of PIN numbers.

Phishers ususily vend you sn emall in which they may aak yo
o varify or re-audee’ paon inbemetion by retum.

Thoy oould ask yms o comedete an arling fom and mey oife:
you sornething atiracive ke maorney o a haliday ¥ you do so.
Ba slen for mmyone mouesting your bark acsount dodaile
arada cand umbess, pesswords, PIN numbars, Psasonsl
Public Servick ruenber (PPS} or Nationad Ineurerse number.
Phiubere can use this informalion o Bnpeseate you and
make unauthorised withdrawels From your bank szoou or
use it to pay fae anling purchasas. They cah even soif on this
wadunble information ta thind parfea.

Fowr will | kooer i ea boan “phished 7

Trusd your ingtincts. B an smsit looks suspicious, delots #
E: dintely aF £ it offers dhing that lncks tee pasd o

b true, it probably is. H it eppears to come fror pour benk
ot credt cand mompany, ifor their oumomer servccs
deparimen irrmodi ey

Hers are soms giwases et mwy be yeedia
rhinbinsg ernail

Warly your accours’.

“Hespand within A8 haure or yaix accounl wil ba dosed'.
Tiear valsad oustomes’.

“Click tis Link bafow lo gairt AcsosH 30 YOGr BL00U.

Haww ot § siveid phiahing frawd?

Truat your instincds. R bar, ro ik P il
et Bk You b phve out personal details by emall

Newver give oul pevsonal detaila by email, tax or in seaponse 1o
B poprup edverissmant or unexpucisd website address.
Always check your cradit card and beok staterwodt for any
Eregulacities.

Lise updo-date sl and andi-apywars sohware o kasp
wwaited or malicious soleam 2t bay. A phishing fller san
help peateot you frem web fnaud by warsing ar biooking you
Treent ropated phishing web sies.

Wihat o do 1 pou TRk youse buan phisbied ¥

1 you suspest ves'we bese phished, st the relevan
compary that's being impervonsted by using 2ndher fom o
gummunicasiion such az @ husdine, malile ghore or anothes
sarsaner. Then comtact your bozal Garda stadon erin Nodhemn
Ireland, cortacd the Pofice Serdce of Norhare: Irelend {PSNT
b (344 D00 HOGD -

Find out iviove ait v maked Toscure.org/phisbing
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3.3

Achievement of Objectives

3.3.1 Project Objectives

The project objectives, as outlined in the letter of offer, dated November 2007 are as follows:

* To secure the computer, including publishing information on how to keep your software
updated.

« Promoting the safe use of the computer, including information on Phishing, 1D theft and
Social networking.

The activities outlined in the letter of offer were:
s Relaunch of the makeiTsecure website;
e Television ad campaign,
« Liaise with Northern Ireland bodies to create cross border-all island initiative;
s Anchor consumer campaign around child safety issue linking with local bodies;

¢ Liaise with local bodies such as Internet advisory board to ensure a broad and
inclusive coalition of interested parties; and

3.3.2 Project Qutcomes

It is clear from the activities undertaken that each of the project's objectives were met. In
terms of impact, a pre and post campaign survey was conducted to assess the ‘reach’ of the
campaign. The survey was conducted by iReach Ireland. All their post campaign findings are
presented as appendix 1. The key results are outlined below. In addition to the survey
results, it is important to note that the website attracted over 35,000 hits in 2008.

Awareness of IT Campaigns

Respondents were asked if they were aware of recent campaigns promoting PC security and
the safer use of the internet and if they were aware of the makelTsecure campaign. Almost
half of respondents were aware of recent IT security campaigns when. The level of recall
dropped when respondents were asked specifically if they recalled the makelTsecure
campaign (figure 3.1}

11
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Figure 3.1: Awareness of IT Campaigns

100%
90%
80%
70%
B0 e e
50% oo
300/0 [ SR
20% 4
10% o

OD/° b S— et I R

Awareness of Recent [T Awareness of Totai awareness of T
security Campaigns makelTsecure Campaign campaigns
{Unprompted) (Prompted)

Source: MakelTSecure Post campaign findings 2008
Key Messages

Respondents were asked to consider what they thought were the key messages of the
campaign. These are presented in table 3.1. Fraud prevention ranked highest as
respondent’s choice the key message. One in four respondents did not know what the key
message of the campaign was.

Table 3.1: Key Messages

How ta protect your PC 16
Child Safety Online 12
How to prevent fraud 30
Learning about Computer technology 1

Secuting of personal information 15
Social networking 1

Dont Know 25

Source: MakelTSecure Post campaign findings 2008

The campaign has led to an overall improvement in understanding of online threats and
implementation of security measures, as evidenced from figure 3.2.

12
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Figure 3.2: Understanding of specific threats, % saying they understood they
understand the term well

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

1 H 3

virus ID theft Phishing Spyware Pharming Spam Hacking

# Pre Campaign ¥ Post Campaign

Source: MakelTSecure Post campaign findings 2008

Figure 3.2 above demonstrates a rise in the understanding of the key threats of using the
web, since the MakelTSecure 2008 campaign. The figure suggests that the campaign was
most successiul in making people aware of and understand the term ‘hacking', with an extra
19% af internet users stating that they understood what the term meant. Respondent's
understanding has also increased on the terms 'ID theft’ and 'Spam’ with an exira 14% of
users understanding the term since the pre campaign findings.

13
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Use of Online Security Products

Figure 3.3: Percentage of Respondents currently taking the following security
precautions

100%
90%
80%
70% -
60%
50%
40%
30% -
20%
10% -

0%

]® ' o8
- L QY
& Pre Campaign B Post Campaign

Source: MakelTSecure Post campaign findings 2008

Figure 3.3 above shows the percentage of people that used online security products before
and after the 2008 campaign. The data shows some extra online security products are being
used. An extra 11% of people used the Anti-Phishing Fitter and the Anti-Spam Fitter since
the MakelTSecure 2008 campaign. Furthermore an additional 10% now use a pin number on
their mabile. Not all of the security products have increased since the campaign. For
example it appears that the campaign was ineffective in terms of increasing the amount of
people who used Anti-Virus software (although the use of antivirus software is over 85%).

Child Security Issues

Anchoring the campaign around child safety issues was a central tenet of the campaign. In
measuring the impact of this aim, respondents were asked if they monitored what their
children were doing online. Before the MakelTSecure 2008 campaign just 68% of parents
surveyed stated that they monitared what their child was doing online. This is highlighted in
Figure 3.4 below.

14
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Figure 3.4: Percentage of Respondents who monitor their children’s Online Usage

85

20

75

70

R

60 -

Pre Campaign Post Campaign

Source: MakelTSecure Post campaign findings 2008

Since the 2008 campaign an additional 13% (81%) of parents now monitor what their child is
doing online. As well as monitoring what their child was doing online, parents surveyed were
asked if they had given advice or implemented any rules to protect their child whilst online.
Examples such as advice on online threats, reducing time spent online and rules for
information shared online were used. The results of these findings are highlighted below in
Figure 3.5.

Figure 3.5: Precautions Used to Protect Children Online, % of respondents.

Understanding of social networking

Rules for information shared online

Awareness of what children are
communiting whilst online

Rules fortime spent online

Advice given about online threats

H
¥ 1 T )

0% 20% 40% 60% 80% 100%

#®Pre Campaign ¥ Post Campaign

Source: MakelTSecure Post campaign findings
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It is clear from Figure 3.4 that the MakelTSecure 2008 campaign was effective in terms of
raising awareness of the dangers the web can present to children. Furthermore Figure 3.5
above demonstrates that the campaign did contribute to an increase in the scale of
precautions taken by parents to protect their child when using the web. Further, following the
2008 campaign, 74% of parents knew what social networking was compared to 46% prior to
the campaign. An additional 17% of parents have implemented rules for managing the time
their child spends online.

3.3.3 Contribution to Interreg illA Programme 2000-2006 Objectives

The overall aim of the Ireland/Northern Ireland INTERREG IlIIA Programme is:

‘To address the economic and social disadvantage which can result from the existence of a
border, by promoting the creation of cross border networks involving and benefiting local
communities’.

Priority 2 — Supporting Physical Infrastructure & the Environment, Measure 1 - Inter-regional
Economic Infrastructure aim is:

‘To improve accessibility and connectivity to transpori, energy and communications services
by countering market failure in the supply of essential economic infrastructure’

In particular under Theme C the measure’s aim is:

To provide improved accessibility and connectivity to high grade telecommunications
services by countering market failure in the supply of such infrastructure’;

Measure 1C.1 associated objective under theme C is:
‘To expand the range of and access to enhanced communications’

The MakelTSecure 2008 campaign raised awareness of the threats of the internet
significantly. This has enabled people to take exira precautions online, enhancing their online
experience and possibly increasing the use of the internet as a byproduct of this enhanced
experience. This in turn enhanced people’s knowledge of the internet and allowed them to
use it to their acdvantage. The fact that the campaign was run on an All-island basis resulted in
cross border linkages being developed between Irish and Northern lrish government
departments. '

16
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4.1

ASSESSMENT OF FINANCIAL PERFORMANCE

Project Budget

In 2006 DCENR made application for funding to the Interreg IIIA Programme under Priority 2,
Measure 1C ‘Inter Regional Economic Infrastructure designed to drive awareness amang
citizens of the most common security risks related to accessing and transacting on the
internet through the provision of relevant and topical information and advice in both Northern
Ireland and the Republic of reland.

Total anticipated cost of Project was €1,000,000 of which Interreg funding was €600,000 and
match Public Sector funding was €200,000 for the programme. There was also provision for
a Private sector contribution of €200,000.

Table 4.1 presents a summary of project funding

Table 4.1
Breakdown of Funding

. ---..EE;Breakdown of Funding e B Amount of _Fuéjdi_rag.-'. ;

Interreg 1lIA ERDF 600,000*
Public Match Funding (DCENR/DFPNI) 200,000*
Total Interreg funding 800,000
Private Sector contributions 294,940
Total Project Funding 1,094,940

* The ERDF Funding (Interreg) is fixed at 75% based on a figure of €800,000 and does not include provision for the
private sector element. The Public maich funding is fixed at 25% based on a figure of €200,000.

Gross Interreg Funding of €800,000 required 25% in Public match funding, in this case €200,000. This was made up
of £150,000 Department of Communications, Energy and Natural Resources, (BCENR) and €50,000 Department of
Finance and Personnel Northern lreland, (DFPNI).

The total project and the associated funding schedule is presented in table 4.2.

17
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Table 4.2
Total Project and Associated Funding Schedule

i HTI)

% INTERREG A ©
BRI

CATEM ~Action

Salaries:
Capital Costs:
Running Costs:

Project Management 25% 16,000 75% | 48,000 | 100% 64,000

Printing 25% | 26,000 75% | 78.000 | 100% | 104,000
Programme Cosls:

PR Consultancy 25% | 12,000 75% | 36,000 | 100% 48,000

Creative Design and Content Development D5%, 12,000 75% 36,000 100% 48,000

Research and Development 25% 8,000 75% 24,000 | 100% 32,000

Advertising 25% | 85,000 75% | 255,000 100% | 340.000
Legal Advice 25% 6,000 75% 18,000 | 100% 24,000

Sub TOTAL COSTS 165,000 495,000 660,000

7. Administration

External Auditors 25% 3,000 75% 9,000 100% 12,000
8§, Campaign Activities 25% 30,000 75% 90,000 1,200,000
9, Contingency 25% 2,000 75% 6,000 100% B,000
Subh TOTAL COSTS 35,000 105,000 140,000
Private Funding 200,000
TOTAL PROJECT COSTS 200,000 600,000 1,000,000

4.2 Value for Money

The process for procuring each element of the MakelTsecure campaign a competitive
tendering process and it is FGS McCiure Waiters' view that Value for Money was attained in
relation to the MakelTsecure campaign when considering the 'reach’ of the campaign and use
of every available medium to communicate the message.

18
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APPENDIX 1: MAKE IT SECURE POST CAMPAIGN
FINDINGS — FULL RESULTS

makelTsecure 2008

Post-Campaign findings
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« Awareness of Campaign
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Fieldwork completed between 4th March 2008 — 12t
March 2008.

« A total of 300 internet users were surveyed to match
2005 study.

» Findings weighted to represent the population of
Internet users in lreland.

* Given the sample size the error margin is +/- 4%.

« A heightened understanding of Social Networking from
the Pre-Campaign to Post-Campaign surveys.

+ Improvements in terms of parents knowledge and
awareness of what their children are doing online.

» Overali improvement in understanding of online threats
and implementation of security measures.

» Excellent PR coverage of market data and campaign.

22
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Child Safety online &
Understanding of Social
Networking
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Pre-Campaign 2008 Post-Campaign 2008
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Department of Communications

threats?

online

g

[l

e you given advice/rules to them concern

Q: Hawv

Post-Campaign 2008

Pre-Campaigh 2008

fes i place to iManage their time spent online

80%

E3%

Post-Campaign 2008

Pre-Campaign 2008
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McClure
g Watters

0 you know what your children /eenager.

B84%

82%

80%

78%

T6%

4%

2%

70%

68%

66%

6d4%
Pre-Campaign 2008 Post-Campaign 2008

86% 1
84%
82%
80%
78%
76%
4%
T2%
T0%

68%

65%
Pre-Campaign 2008 Post-Campaign 2008
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understand what the fermy means and 5 means you fully understand what the term theans?

% saying thal they understand the term Social Networking
well
(4 or 5 on a scale of 1-5)

80% 1 74%
70%
80%
50%
40%
30%
20%
10% |

0%

Pra-Campaign 2008 Past Campaign 2008

Understanding of online

threats

'Identity thefy o
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¥ \cClure
Watters

Q.- Haw would you rate your understanding of the loliowing specific threats from the options below
where 1 means you don’t undersiand what the term means and 5 means you tully wndersland what
the tarm mpans? T coe e . A :

% saylng that they understand each term well
{4 or 5 on 2 scalp of 1-5)

80% gye

21% 22%

{ @ Fre-Campaign 2008 ®Paost-Campaign 2008 L

(1 How would you rate yaut understanding of the following specific threals from the options below
where 1 means you don't utiterstand what the term means and 5 means you ully understand what the'
term imeans? R R St : .

% saying that they understand each term well
(4 or 5 on a scale of 1.5)

a7% 85%

Virus 1D Theft Phishing Spyware

nst Campaign 2005

re-Campaign 2008 Post-Campaign 2008
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MeClure
Watters

6. How wouid you rate your understanding of the Iollowing specific threats from the options belaw
where 1 means you gon'tundersiand what the term means and 5 means you fully undersiand what the
ferm means? S : e o L : i S

% saying that they understand each term well
{4 or 5 on a scale of 1-5}

050 - 4115 Speme AT - W e
58 - post O - +75 10 3 wsks Pnn G pat 08 = 4185 in & athi

87% 85% P 5 - 25

=
80% o T pra-om - poat£6 | F% in wesks.

I B4%

49% 51%

Virus ID Theit Phishing Spyware

lPre-Cambaign 2008 ) WW;Post—Campiaign 20ﬁ8

[ @Posi Campaign 2005
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<. saying that they use the follewing Security profectian

6%

% L] 5 n
i f: £ H
4 5§ 3 ]
c = :E m
< 5 E 8 E
2 =
4 3 3
[ WFre-Campaign 2008 ®Posi-Gampaign 2004

% saylng they use ihe {ollowing Security Protection

120%
100% 6% 8%
B0%
60%

40%

20%

0% =
Ant-Virus Anli-Spyware software

WPre-Campaign 2008 @ Pasl-Campaign 2008
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_ o0} RTE sMicrosoft Msymicc. 3 @f}% BT@E@;%@ Oz .

i e S U R R
[ bty

g T8

SRR

100%

M%
B0% 4 -

FO% hoo e

60%
50%

A0% A

0%
20%

10% f--

0%

Awarenass of Recent [T
securily Campaigns
{Unprompted)

Awareness ol Total awareness of IT

makalTsecure Campaign campaigns

{Prampted)
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2005 2008

W Awareness of Recant 1T security Campaigns {Unprompted)

BAwaraness of makelTsecure Campaign (Prompled)

35%
30%
25%
20%
15%
10%

5%

0%

15%

WHaow ko protect your PG

BChild Salsly Online

OHaw I2 prevent Fraud 4.g. Idantity Theft * Phishing
@L.eaning about Compular Terminalogy

DSecuring ol parsonal information

m3ocial Natmorking

BDon't know
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Y ort the makelTsecure website; useful/valuabl

70% 1

B0%

0%

40%

0%

20% -

10%

0%
Information relevant and | Informaition relevant but | Information not relevant and
will visit again won't visit again | won't vigit again

40% -
35%
0%
25%
20%
15%
10%

5%

0%

2%
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10% 7%

| received the booklet

10% 10%

g 4%

1 EE e
ik el
3ii L
Sts L
i1 =5

g 52

: i

Awareness of the key messages of the 2008
campaign has increased over the 2005 campaign -
people have become more tech savvy.

Parental knowledge of social networking and what
children are doing online has increased over the
course of the campaign.
Increased awareness of online threats

Emphasis needs to be placed on driving people to
website — majority who visited
information useful.

it found the

33




fo

Department of Communications,Energy & Natural Resources
MakelTSecure 2008 Project Evaluation

34




