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Executive Summary

1. Introduction

This report represents the results of an audit of the management and control systems applied by the Department of the Communications, Marine and Natural Resources to the Afforestation grant, Maintenance grant, CAP farmer premium and CAP non-farmer premium schemes co-financed by the Community under the European Agricultural Guarantee and Guidance Fund (Guarantee) in accordance with Council Regulation (EC). 1663/95. This report also for the first time examines in detail the EDP/IT SYSTEMS in line with Annex 6(vi) of the Commission Regulation 1663/95 and the associated Computer Security guidelines (document VI/661/97 REV.2) and  (ISO17799).

In the course of our work a number of findings have come to light and are documented in this report. We have categorised these findings by reference to the level of importance that we believe should be attributed to each (See Appendix 1 for Categorisation of Audit Findings used). The categorisation is in accordance with the guidance note to Commission Regulation (EC) No. 1663/95.

2. Opinion

This report includes an audit of the systems in relation to the following areas of the European Agricultural Guidance and Guarantee Fund:

· Afforestation Grants Scheme

· Maintenance Grant Scheme

· CAP Farmer Premium Scheme
· CAP Non-Farmer Premium Scheme

· Old Premium 1991 Regulations

· 1st Instalment Afforestation Grants (OP 00-06)

· Increase in Maintenance Grants (OP 00-06)

· Increase in ‘01 Premium Farmer

· Increase in ‘01 Premium Non-Farmer

· Increase in ‘01 Premium - FP

From the audit carried out we have come to the follow opinion, we are generally satisfied that the management and control systems applied by the Department of Communications, Marine and Natural Resources to the Afforestation, Maintenance, CAP farmer premium and CAP non-farmer premium schemes co-financed by the Community under the European Agricultural Guidance and Guarantee Fund (Guarantee) are satisfactory. This opinion is subject to the findings and recommendations which appear later in this report.

	
	We are satisfied that all valid claims received are processed.

	
	We are satisfied that all claims received are valid and adhere to the scheme rules and regulations.

	
	We are satisfied that all payments are correctly made.

	
	We are satisfied that all payments made are authorised.

	
	We are satisfied that all payments made by the Forest Service are accurately recorded in the accounts.

	
	We are satisfied that applicants have beneficial interest in land for planting. (Own, Lease or Joint Management)

	
	We are satisfied that all applicants since are receiving the correct amount of annual premium payable.

	Control Objective 8. .


	We are satisfied that all required supporting documentation is filed with the application.

	
	We are satisfied that no duplicate payments are made.

	
	We We are satisfied in relation to the indemnity of DCMNR against claims in respect of advances payable from FEOGA Guarantee Fund.

	Control Objective 11. 
	We are not satisfied with the IT security controls in place in relation to the administering on EAGGF Guarantee payments 


Main Findings: 

The Main findings of the audit can be summarised as follows:

Control Weakness: Category A - Sale of Lands/Timber by Coillte Teoranta 

Under Section 14 of the Forestry Act 1988 the sale or transfer of lands by Coillte Teoranta to an individual/company must firstly be approved by the Minister under whose remit The Forest Service falls. Each year Coillte Teoranta are required to provide the Forest Service with a programme for the sale and acquisition of land and timber so that such sanction may be attained and approved. In respect of File reference CN17100 no indication is given from the file that Coillte Teoranta submitted such a programme for the sale of lands and whether Ministerial sanction was approved for such transactions took place?

IT Security Audit

Failure of GPAS

Serious Weakness Category A

In May 2003 the Grant Payment and Administration System (GPAS) failed. While this fell outside of the audit period the consequences in relation to this failure are so significant to the administration of the EAGGF Guarantee that they need to be highlighted. The failure resulted in a six week period where grant payments were made manually. A temporary solution was put in place that allowing the system to be re-started. A more secure temporary solution is being developed with the final solution being the implementation of the new IFORIS system. Internal Audit are concerned in relation to the implications of this systems failure on the reporting of the Annual Report and cross-compliance with the Department of Agriculture and Food’s systems. We also have concerns in relation to the controls in place during the period when payments were done manually and in relation to the temporary solution now in place. There may also be security issues in relation to the system now operational

Weaknesses with I.T systems

5 issues identified in the Audit have been withheld on the grounds that their release could compromise I.T Security – F.O.I Act 1997 – Section 21(a) 
Internet Sub-System

Non network Locations – Sub System

Computer Usage – Sub System 

Lock-down procedures – Sub System

Physical Environmental Arrangements – Sub System

Staff Awareness – Sub System

Control Weakness Category B – Systematic record regarding the training and education of staff on security matters


Little awareness of the issues in relation to IT security.

Control Weakness Category A – Staff are aware of each individual policy and these are quickly accessible

Little awareness of the issues in relation to IT security.

Control Weakness Category A  - Security organisational arrangements are clearly understood

The responsibilities of the Heads of Function needs to be clearly set out and communicated.

 Audit Report

Audit Methodology & Scope

A) Audit Scope

The audit covered compliance of payments with Community rules only, as regards the capability of the Paying Agency’s administrative structures to ensure that such compliance has been checked before payment is made. We believe that our audit provides a reasonable basis for our opinion.

The audit is a systems based approach including an amount of transaction testing and verification as part of the audit methodology in accordance with the terms of reference, which have been established for the Internal Audit Unit.

The IT Security systems in place have been audited in line with the Departments IT Audit Plan based on a risk assessment of the issues involved. The IT Security Policies (based on ISO17799) in place within the Department have been examined taking account of the EU Computer Security Guidelines (document VI/661/97 rev.2 and annex 6 to Comm. Reg. 1663/95). The following sub-systems have been examined in the course of this audit:

· E-mail system

· Internet system

· Access procedures

· Controls in relation to software installations at non network locations

· Controls in relation to computer usage

· Controls in relation to the allocation of computer and network facilities

· Lock-down procedures

· Physical environmental arrangements

· Controls to staff awareness separation of duties

B) Audit Resources
Mr. Seàn S O’Broin, Higher Executive Officer IAU, carried out the audit with assistance from Mr. Tom O’Brien, Executive Officer IAU and Ms Anne-Marie McDonnell, Stagiare IAU, during the period July 2003.

The audit report considers any significant issues found, the levels of control that exist and an overall opinion on the effectiveness of the control systems, with a view to providing the necessary assurance to management and/or the taking of corrective action in order to provide such assurance. The opinions of management on the findings are incorporated in the report.

Outline of the EAGGF Forestry Schemes

Afforestation Grant:

· This grant is payable after completion of planting.

· Grant applications must be made to DCMNR and then inspected by a Forest Service (FS) Inspector, except in cases of Self Assessment Companies where one in five cases are inspected by FS  (Note: All self assessment grant-aided sites must be inspected at least once between approval, Afforestation or Maintenance stages by FS Inspector)

· Grant payment covers costs incurred in establishing plantation to a maximum of rates set out in brochure, (exclusive of VAT where applicant is registered for VAT).

· Costs incurred must be supported by all relevant documentation.

· Grant-aided lands must be either owned or leased by the applicant.

· Grant-aided lands are classified as either unenclosed or enclosed/improved.

· Tax Clearance Certificates (C2), must be produced by contractors employed by applicants.

Maintenance Grant:

· This grant is payable four years following payment of Afforestation grant.

· Maintenance grant amounts are set at the time of payment of the Afforestation grant and are related to the actual area planted.

· Submission of an acceptable 10 year, management plan is required on plantations over 10 ha. in size.

· The maintenance grant is paid provided that:

· the plantation has been properly maintained

· the plantation has been suitably established

· there are adequate numbers of healthy trees

· drainage, fencing etc. are still effective

· nutrient status is satisfactory

CAP Farmer/ Non-Farmer Premiums:

· Annual premiums to compensate for loss of income are payable to eligible individuals on lands grant-aided with an Afforestation grant.

· A higher rate applies where the individual is a farmer (defined as having at least 25% of total income from agriculture in any one of the three tax years prior to completion of planting).

· Applicants must own, lease or be in joint management of the lands planted and submit documentation to this end.

· Premium payments vary as to the species planted and status of the land planted (unenclosed or enclosed/improved)

· In the case of premiums to farmers the classification of the (more severely handicapped, less severely handicapped or non-disadvantaged), is used in determining the amount of premium payable.

· Also an additional supplement is payable to recipients of the farmer rate of premium of £10/ha. for sites greater than 6 ha. and of £20/ha. for sites greater than 12 ha. in respect of sites planted on enclosed land.

· The farmer premium is payable for a period of 20 years. For the Non-farmer scheme individual’s receive payments over a period of 15 years.

Period Examined

This audit examined payments under the Forestry Planting Grant Scheme during the period October 2002 to 31st March 2003.

Sample Selection

The data was downloaded electronically from the FMS records of the Accounts Branch. The following table shows the total expenditure for the Guarantee Scheme within the scope of the audit and the sample that was selected under each different sub-head within the scheme. The sample was selected using monetary unit sampling and provides a confidence level of 85% with an error rate of 1% that the sample is representative of the total population. The selection for sampling was a stratified selection randomly selected within each sub-head of expenditure. As the coding system had changed for expenditure incurred in 2003, it was decided to select the sample between old and new on a pro rata basis against the overall subhead expenditure total.

Total Expenditure and Number of Transactions completed

within the scope of the Audit

	GRANT SCHEME


	CODE


	€ AMOUNT


	TRANSACTIONS


	CODE


	€ AMOUNT


	TRANSACTIONS


	TOTAL  € AMOUNT


	TOTAL                 NUMBER OF TRANSACTIONS



	AFFORESTATION GRANTS
	GO1/006
	155.17
	15
	KO4/001
	371,161.45
	75
	371,316.62
	90

	MAINTENANCE GRANTS
	GO1/007
	800,973.20
	107
	KO4/002
	6,840,228.73
	561
	7,641,201.93
	668

	OLD SCHEME PRIVATE CAP FARMER
	GO1/011
	31,040,528.95
	9,064
	KO4/006
	2,841,820.78
	1021
	33,882,349.73
	10,085

	OLD SCHEME PRIVATE CAP NON FARMER
	GO1/012
	1,759,336.35
	1,381
	KO4/007
	278,982.20
	248
	2,038,318.55
	1,629

	OLD PREMIUM 1991 REGULATION
	GO1/013
	1,740,745.79
	1,520
	KO4/008
	132,509.10
	96
	1,873,254.89
	1,616

	1ST INSTALMENT AFFORESTATION GRANTS (OP00-06)
	GO1/017
	2,638,317.03
	102
	KO4/012
	11,385,589.09
	502
	14,023,906.12
	604

	MAINTENANCE GRANTS (OP00-06)
	GO1/018
	-
	-
	KO4/013
	-
	0
	-
	-

	INCREASE IN 01 PREMIUM – FARMER
	GO1/023
	4,490,155.46
	5,684
	KO4/018
	154,425.28
	278
	4,644,580.74
	5,962

	INCREASE IN 01 PREMIUM - NON FARMER
	GO1/024
	250,110.08
	961
	KO4/019
	18,467.43
	98
	268,577.51
	1,059

	INCREASE IN 01 PREMIUM - FP
	GO1/025
	259,621.28
	1,499
	KO4/020
	9,109.97
	52
	268,731.25
	1,551

	
	TOTAL
	42,979,943.31
	20,333
	Total
	22,032,294.03
	2931
	65,012,237.34
	23,264


Sample Selected 

Old Coding System

	CODE
	AMOUNT
	SAMPLE SELECTED

	KO4/001
	371,161.45
	6

	KO4/002
	6,840,228.73
	29

	KO4/006
	2,841,820.78
	8

	KO4/007
	278,982.20
	5

	KO4/008
	132,509.10
	1

	KO4/012
	11,385,589.09
	13

	KO4/018
	154,425.28
	1

	KO4/019
	18,467.43
	4

	KO4/020
	9,109.97
	4

	Total
	22,032,294.03
	71


New Coding System

	CODE
	AMOUNT
	SAMPLE SELECTED

	GO1/006
	155.17
	1

	GO1/007
	800,973.20
	27

	GO1/011
	31,040,528.95
	127

	GO1/012
	1,759,336.35
	25

	GO1/013
	1,740,745.79
	6

	GO1/017
	2,638,317.03
	2

	GO1/023
	4,490,155.46
	6

	GO1/024
	250,110.08
	3

	GO1/025
	259,621.28
	3

	TOTAL
	42,979,943.31
	200


Control Measures

The following key controls have been identified and were examined during the course of the audit: -

	Control No.
	Control Objective
	Key Controls
	Actual Controls

	1.
	To ensure that all valid claims received are processed
	All applications are registered on arrival and processed at once.
	All incoming application forms are entered on system upon receipt and either forwarded to the inspector or if completed incorrectly returned to the applicant


	2.
	All claims received are valid and adhere to the scheme rules and regulations
	All applications are accessed against the rules and regulations of the relevant scheme.
	All application forms are entered on the system and if they are not valid they cannot be processed further.




	3.
	All payments are correctly made
	Payment calculations are checked and these checks are certified at various stages throughout the processing of payments.
	Automated calculation system 

Checked before payment is issued.

Computer access to payment 

approval servers is strictly limited to

Higher Executive Officers. 

	4.
	All payments made are authorised
	All payments are authorised by a person authorised to do so.
	All payments must be authorised by a Sub-Accounting Officer i.e. at least a HEO grade. Computerised forms can be inputted by Executive Officers but cannot be approved for payment

	5.
	All payments made by the Forest Service are accurately recorded in the accounts.
	An accurate and up to date payments recording system is in place.
	 There is a fully integrated approval and payment system between the Forest Service and Accounts Branch.

	6.
	To ensure applicants have beneficial interest in land for planting. (Own, Lease or Joint Management)
	All required documentation in respect of ownership of land is received and examined prior to the payment of any grant-aid.
	Certified copies of Folio or Title of Deeds documents in the cases of ownership. For leasing a copy of a lease which is binding for the term of the crop e.g. 40 years. For Joint Management confirmation from the owner of permission and the relationship with the applicant

	7.
	To ensure applicant is receiving the correct amount of annual premium payable
	All applicants for premium are assessed as to their status.
	Applicants that make a declaration of non-farmer status must provide proof of ownership (as above) and applicants that declare farmer status must provide ownership and proof of agricultural income of at least 25% of total income.

	8.
	To ensure that all required supporting documentation is filed with the application.
	A standard checklist for the normal requirements of a payment file.
	All planting maps, species information, land ownership documents and agricultural income details, where applicable are placed on file or in a file pocket on the file for inspection purposes.

	9.
	No duplicate payments are made
	Payments can only be made on foot of fully completed and processed forms
	All payments of the same amount to the same named person/file reference have been examined by Internal Audit to insure that no duplicate payments took place

	10.
	Indemnity of DCMNR against claims in respect of advances payable from FEOGA Guarantee Fund
	Only get advances against matured liabilities to a max of 75% while payment is being processed

No advances are made by the DCMNR without the submission of a bank guarantee to the value of the advance payment plus at least 15%.


	Advance payments are recorded in a Suspense Account. Advances are shown as plus figures with invoices for matured liabilities shown as minus figures. The balance of the Account at year-end should approximate to zero.

Only one company, namely Coillte, currently avails of this facility.




	11.
	The amount included in the EAGGF Annual Account is correctly calculated
	A report is submitted by Finance Division, having confirmed all expenditure with the Forest Service and Accounts branch, giving details of all expenditure in the EAGGF financial year.
	The Internal Audit Unit (IAU) will review on completion the figures that are due to be sent to the Finance Division prior to being published in the EAGGF Annual Account

	12.
	To ensure that the IT Security systems in place are adequate
	Based on the IT Security Policies and IT Audit Plan based on a risk assessment of the issues involved
	IT Security Officer in place, working in conjunction with the Forest Service, Accounts Branch, Human Resources and Information Systems Division


Site Visits

4 Site visits were carried out on 5th September 2003 in the company of Mr Seamus Dunne, Forestry Inspector. The sites for audit were selected at random however it was decided to select one location/County for such visits to ensure that a full site visit, which revisited all information which was given in the original formal application was considered. All sites could be clearly identified from the original maps and applications submitted to the Forest Service. On foot of such visit it is considered that each site is carrying out its business in accordance with all rules and regulations attributed to the EU Forestry Schemes and as such approval for payments of EU funding is justified. 

Details of private individuals deleted from the following table F.O.I Act 1997 – Section 28 – (Personal Information) relating to applicants for grants.

	Name of Applicant
	Location of Forestry Site
	Comment
	Issues



	Deletion

	Deletion
	Physically visited and walked 2 of the plots within the plantation. Site was well maintained. 

All environmental issues noted in the application had been attended to. Species within the plantation was that as recorded on file
	No issues to report.

Well cared for plantation

	Deletion
	Deletion
	Physically visited and walked 2 of the plots within the plantation. Checked that the corridor under the ESB lines was maintained as required. Species of tree within the plantation was that as recorded on file
	Christmas Trees to be cut near ESB lines. Forestry Inspector to contact and advise the owner of the plantation of such.


	Deletion
	Deletion
	Visited 2 of the three locations, which encompassed 5 out of the 6 plots within the plantation. Species of tree within the plantation was that as recorded on file
	Plantation well maintained.

No issues.

	Deletion
	Deletion
	Visited 2 of the four plots within the plantation. Environmental considerations were checked 

To ensure they were carried out in an appropriate manner. Species of trees on plantation matched those on original application.
	While on site the Forestry Inspector contacted the owner of plantation in order to get him to carry out some vital work as a priority. 


Segregation of Duties

There is complete segregation of duties in relation to the processing of applications for grants under schemes administered by the Forest Service. The forestry inspector is not involved in the preparation of applications and the administration end of the Forest Service has complete control and responsibility over the payment of grants. With a view to encouragement and development of forestry during the early phases of Afforestation, the Forestry Inspector was more pro-actively involved in providing assistance with regard to the submission of applications. All such work is now carried out by independent forestry consultants/self-assessment companies and not by private individuals and farmers. The role of the Department’s forestry inspectors relates to appraisal and evaluation of works, which have been carried out by such third parties. There is therefore complete segregation of duties and total independence with regard to the audit trail. Accordingly the Internal Audit Unit is of the opinion that it is unnecessary for the IAU to carry out large scale visits to plantations.  In any event we as internal auditors, would not have the requisite silvicultural expertise to carry out such visits on our own or to verify conformity with requirements for grant approval and would therefore have to be accompanied by forestry inspectors, thereby resulting in unnecessary expense being incurred on travel and subsistence costs. However, for future audits and where it is feasible to do so, it is the intention of the IAU to accompany forestry inspectors to forestry plantations to carry out a site visit.

 FINDINGS AND RECOMMENDATIONS

1. Control Weakness: Category A - Sale of Lands/Timber by Coillte Teoranta
Under Section 14 of the Forestry Act 1988 the sale or transfer of lands by Coillte Teoranta to an individual/company must firstly be approved by the Minister under whose authority “The Forest Service” falls. Each year Coillte Teoranta are required to provide the Forest Service with a schedule of lands/timber which it proposes to sell in the coming year so that such Ministerial sanction for such transactions may be attained and approved, in advance. In the course of the audit we noticed that Coillte Teoranta have sold lands to individuals (CN 17100) however there was no indication from the individual files that a schedule of proposed sales had been prepared and furnished or indeed whether Ministerial Approval had been obtained.

Recommendation:

That the Forest service requests on an annual basis a copy of the schedule of sales of lands/timber which proposed for sale by Coillte Teoranta. which includes this particular site, be placed along with the request for and receipt of Ministerial approval for this transaction

Management Response

The sales of lands and the reporting of same has been discussed in detail with the company in 2003.  

In accordance with Section 14 of the Forestry Act 1988  Coillte Teoranta will include information in the Corporate Plan when it is submitted to the Minister on both forested and non-forested land that it proposes to sell.

The Chairman’s corporate governance letter to the Minister for each financial year will include a summary of land sales and confirmation that purchasers were advised of general or specific requirements relating to replanting.

In respect of file ref. CN17100 – it is not intended that details of individual sales will be filed on Afforestation Claim files.

IT Security Audit

FINDINGS AND RECOMMENDATIONS

Failure of GPAS

Serious Weakness Category A

In May 2003 the Grant Payment and Administration System (GPAS) failed. While this fell outside of the audit period the consequences in relation to this failure are so significant to the administration of the EAGGF Guarantee that they need to be highlighted. The failure resulted in a six week period where grant payments were made manually. A temporary solution was put in place that allowing the system to be re-started. A more secure temporary solution is being developed with the final solution being the implementation of the new IFORIS system. Internal Audit are concerned in relation to the implications of this systems failure on the reporting of the Annual Report and cross-compliance with the Department of Agriculture and Food’s systems. We also have concerns in relation to the controls in place during the period when payments were done manually and in relation to the temporary solution now in place. There may also be security issues in relation to the system now operational

Internal audit wrote to the Forest Service in relation to this and other issues of concern on the 5th August but have not received a reply to date.

Recommendation

Forest Service should respond to the specific queries set out in the letter of 5th August and provide assurance in relation to the controls in place since the failure of GPAS.  

Management Response (Forest Service) 

Forest Service provided a report on this issue at the end of August 2003 and replied to IAU’s letter in September. The content of this report is set out below:

In late April 2003 GPAS started giving database corrupt errors and rebuilds of the database failed to resolve this. The corruption, though unexplained, were considered once off events until June when two stand alone PC’s in the 1st grant and premium section were set up to process payments using the GPAS system. Although there were regular problems with GPAS crashing the integrity of the system to make one payment per contract number was not comprised. All payments were manually accounted for and were signed off by a HEO. The stand alone system mirrored the network GPAS system but was on two independent ‘dumb PC’s’. 

Manual Form 4 payments were made during this problem period with these being recorded on spreadsheet and being signed off by a HEO. A stamped paid direction was put on each file and no duplicate payments have been recorded to date. As with Form 2’s the integrity of the system was maintained if only on marginally reduced level and therefore there were no increased chances of duplicate payments being made on electronic Form 4 payments. All Form 1 were recorded on a interim Access system and given special reference numbers for re-inputting at a later date. 

During this time when the system was unstable, a number of backlogs were created with inevitable customer dissatisfaction but these backlogs have now mostly been cleared.

ISD were looking at GPAS during this period but were unable to provide a definitive reason for these failures. ISD stated that it would not be possible to resolve these issues under Access with any degree of certainty. Discussions on these issues took place over a number of weeks as different approaches were taken by ISD to overcome the problems. The Forest Service expected the application to be back in a useable state several times over this period and as such understood the failure to be temporary. ISD recommended that an Oracle based version of the application be developed to replace GPAS and support the business process until IforIS is developed. This process, scheduled for 2-3 months, is still ongoing. 

In the meantime an independent contractor transferred the application onto SQL Server and this returned stability and full integrity to the system.  The development of the Oracle based system is on-going and it is envisaged that this will replace the current version before the end of the year.   

Weaknesses with I.T systems

5 issues identified in the Audit have been withheld on the grounds that their release could compromise I.T Security
F.O.I Act 1997 – Section 21 (a) 

Internet Sub-System

Non network Locations – Sub System

Computer Usage – Sub-system

Lock-down Procedures – Sub System

Physical Environmental Arrangements – Sub System

Staff Awareness – Sub System

Control Weakness Category B – Systematic record regarding the training and education of staff on security matters


Little awareness of the issues in relation to IT security.


Recommendation

ISD should consult with SDU in relation to training around the newly developed Security Policies.

Management Response (ISD)

ISD would maintain that whilst information sessions may be of some use to brief users on the reasons why limitations are being imposed, the issue will be addressed by the publication of Policy No 9, Security Policy for Staff Awareness and Education
Control Weakness Category A – Staff are aware of each individual policy and these are quickly accessible

Little awareness of the issues in relation to IT security.


Recommendation

Security Officer needs a higher profile within the Department.  The Intranet should be used to publicise Security Policies.  Awareness should be reviewed by use of a questionnaire after six months. 
Management Response (ISD)

As stated, Policy No 9 will take care of this concern when it is published.  At this stage, the AUPs have been circulated to all staff, and are available on the intranet.  There will be a Security Page on the ISD Intranet page 

Control Weakness Category A  - Security organisational arrangements are clearly understood

The responsibilities of the Heads of Function needs to be clearly set out and communicated.

Recommendation

Training for Heads of Function issue should be organised in by ISD in conjunction with SDU.

Management Response 


ISD will liase with SDU in this regard.
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APPENDIX 1 - Categorisation of Audit Findings


The findings in this report have been categorised using the following broad headings:
Serious Weakness - matters which could result in financial (EU or Exchequer) loss.  Management must act upon these recommendations immediately.

Control Weaknesses - matters that need to be corrected or implemented, in order to improve the system of internal control.  These matters should be implemented in accordance with a time- table as agreed with Internal Audit.

Serious and Control weaknesses will be further ranked as A, B, or C.  The following points will be taken into account when deciding the appropriate ranking to use.

A -
Where the finding was a Serious Weakness, there could result a financial loss greater than 5% of expenditure, or the weakness were so critical that its financial exposure cannot be quantified.  

Where the finding was a Control Weakness, the weakness had a significant risk of a disaster occurring, or no controls existed in vital systems, or no Departmental / EU policy existed.

B - 
Where the finding was a Serious Weakness, there could result in a financial loss of 1% to 5% of expenditure, or the weakness could lead to a major financial exposure.

Where the finding is a Control Weakness, poor controls existed in vital systems, or controls were not being operated properly, or Departmental / EU policy was not being fully implemented.

C - 
Where the finding is a Serious Weakness, which could result in a financial loss of less than 1% of expenditure, or the weakness could develop into a problem.

Where the finding is a Control Weakness, controls need to be improved within the system, or operational controls were poor, or the Department needed to issue guidelines / procedures to accompany its policy.

Other Points - cover other matters which Internal Audit raise with management.  This would include system enhancements, procedural changes and other matters that were not weaknesses in internal controls but could result in improved operations and/or greater efficiency.  Management were encouraged to implement these recommendations.
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