- Fotfac09/32

REQUEST FOR ACCESS TO RECORDS U.NDER THE
FREEDOM OF INFORMATION ACT, 1997,2003

Telephone Number(s)

Details of Applicant
PP Home :
Business:
Mabile: .
Email
FOI UNT
Ta CAVAN
FOI Unit
m icati n ' nan
FEepazrtment of Energy, Communications and Natural 08 SEP 2239
esources
. DEPARTMENT '
Elnj House il S:comuumcﬂggs‘
Earlsvale Road ROINN. CUMARSADE, FIINNIMH
Cavan 15 AChHAl NH}'AM!R.TMAM—
Co Cavan

Details of Request

In accordance with Section 7 of the Freedom of information Act, | request
access to records that are Non-personal .

| request the following records:

Records relating to the loss of Data by Bord Gais and any ccrrespondence
between the Department and Bord Gais relating to the theft of the unencrypted
Laptops and loss of personal data (including my own) since the 5th June 2009
{including date of 5" of June) and any record(s) refating to Data Protection, IT
Security that have been exchanged since this date.

| also request having been personzlly effected by the theft of my data, under
Section 18 of the FOI:

A reason far any decisions made tc act, or to forebear to act, by the Department
refating to the theft of the unencrypted Laptops and loss of personal data {including
my own)} since the 5 June 2009 (including date of 5" June 2009) arnd any record
relating to Dat protection, |T Security that have been exchanged since this date

Enclosed please find €15 as the Fee for this request

Sincerely




T Depurtmeni of ¢ onununications. Fovrgy and Natural Resourees
Roing € umarsaide, Fuinnimb sdas Acinhainnt Nadartha

14 (192009

FOI Request Referenee: FOT2009/32
Dear Mr Caxey,
I refer to vour FOI request vnder Gection 7 of the Freedom of nformation Acts, 1997 and 003, received in
this office on 09:09/2009 requesting records relating to the loss ol data by Bord Gais. The applivaton was
received along with the associated fee.
The officer handling your request will be Ms Mary Mooney, Gil. Gas. Grid & DPeat Division. Department of
Communications, Energy and Natural Resources, 10.31 Adelaide Road, Dublin 2. Mary can be contacted on
01 6782867,
You can expect o receive your decision by the 07/10/2009.
Il vou bave not received a decision by that time, you arc automatically entitled to appeal to the Depariment
for a review of the matter. This review proceeds on the legal basis that the initial request s considered 1o be
refused once the specified time for responding to it has expired, A request fora review should be addressed

to the undersigned at the address shown.

Please note the Department of Communications, Energy and Natural Resources has 2 policy of posting a
summary of non-personal requests and decisions on the Departments wehsite for reference purposes.

Yours sincerely,

(e

Carmel Cosgrove

el Lh%;gc_;y(‘i

FOL Unit

Department of Comeunications. Energy and Natural Resaurces
Eim House,

Farlsvaie Rd

Clavan

Phiane: 9 ATR2L02
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| reivr 1 the request vou nave made und
cevords yofaunge tothe loss of date by Bord Go
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Fhave made @ final decision on vedr reguest aad 1 atiach alf relevant records with this
N : . i B o (S RN S | R
querics regarding this correspondence you can contact me by tefephone at the number Below. A schedule of

the records covered by rour request is also atached.

are

o advise vou that, of for ans reason sou are nut sutisfied with the outcome of vour Teguest, 3
euitled 1o seck & roview by appealing the desision. To appeal. you need 1o writz w the FOD Unit
Desartment of Conymunicasons. Snergy and Natural Resouvrces, Elm Mouse. Earisvale R Cavens Co
Cavan, You must make vour appeal within 2 weeks of the daie of this Jetter, but the muking ol u lute sppeal
may be permitted 1 certain eircumstances. The review will invelve o compiete reconsideration of the maiter
f ot tus Departmer:.

by & more senios member of the st

Picase note that an applicatien fee for an appeal is currenty £73.00 and o reduced fee of £23.00 applics 1f
vou are covered by a Medieal Card,

I clanming o reduced appircanon fee, the request must also be accompamed by
«  The Medical Cord regstration number

+  The name of the 1ssumyg Health Board
s Your consent to she verificasion ef these details with that Floaith Board.

Pavment shoald be made by was of bank draft, money postal order. or personal chegue made pazable w
"Department of Commcaications, Erergy and Natural Resourees”™.

Groreceipt of the oo, son will ae advized of when vou can expect o deaision on sous appedl. and the contast

detals wf the porson handhiryg the appea!

Nours s,
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r Page | of 1
Katherine Licken
From: Tara Tighe [tighe@boragais.ie] or behaf of David Bunwarh
[CBUNWORTH@bordgals ie]

Sent: 24 June 2009 12:11

To: Kainerine Licken

Ce: David Bunworth

Subject: _

Attachments:
Katherine,
Please sze attached. orignal letter from -together with cur reply. sen: by post
this morning '
Regards

David Bunworth
Managing Dirsstor

Bord Gais Energy

Foiey St, Dublin 1. Iraland
T: +3531 602 8537

M: +353 86 241 8435

oW, Dordgaisensigy

i




22 June 2008

Mr David Bunworth
Managing Director
Bord Gais Energy

Dear Mr Bunworth

Thank you for your circular letter to customars regarding the thef of four
laptops containing customer data.

You have explained in your letter that you have completed a programme for
encryption of all customer data. That is reassuring but in the circumstances it
would be essential | think for you to publish independent validation that this is
the case.

Furthermore, | would be grateful if you couid let me know what measures are
now being, or have been taken to protect the bank accounts details of which

have falien into the hands of the people who stole the laptops and to prevent
access to these accounts.

Finally, woulg it not be imely for the future to prohidit any practices whereby
customer data is held and saved on individual portable computers such as
laptops.

| look forward to hearing frem you.

I have copied this letter to the Data Protaction Commissioner.

Yours sinceraly




23" June 2009

.

May | commence by apologising unreservedly for the fact that your data was
part of working validation files on an unencrypted laptop. The fact that the files
are hidden, and sophisticatad passwords are present on the computer, does
not provide the maximum Security assurance required by you and the Bord
Gais strict data protection policy. Whilst Bord Gais in this instance was &
victim of crime, all checks and balances were not in place to provide
maximum assurance to our customer base — and this is wholly unacceptable
and was as a result of material human error,

In response to your specific request, | wouid like to slate the following:

Since July 2008 the company embarked on a rigorous policy of encrypting.
Unfortunately IT Security reports informed that all laptops were encrypted but
subsequent analysis proved that this was not the case — this was due to a
material human error. The incident and all IT Security matters within Bord
Gais are being independently validated. We have 100% encryption of ail
laptops now — regretfully this does not mitigate the issue of those stolen. We
have worked closely with all of the banks and all accounts are monitored for
any irregular activity, We haye not received any report of any fraud of any
cusltomer account to date and appropriate measures are now in place to
mitigate such potential,

Finally | totally agree that irrespective of encryption, this data did not need to

reside on the individua!'s laptop — all the data is now on our securad nelwork.

Yours sincereiy,

David Bunwort.'?/
Managing Direétar

Bord Gais Snargy D ommns nn e a e e B
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Katherine Licken

From: Michael Goodwin

Sent: 25 June 2009 08:33

To: Katherine Licken; Breda Holly
Subject: FW: Bord Gas Query

From: Sara White

Sent: 24 June 2009 18:54
To: John Twomey

Lc: Michael Goodwin
Subject: FW: Bord Gas Query

john hadnt seen michaels proposed ane. bl useit infuture
----- Original Message-----

From: Michael Goodwin

Sent: Wednesday, June 24, 2009 5:17 pPM

To: Sara White

Cc: Katherine Licken; Breda Holly

Subject: RE: Bord Gas Query

Sara,
Please see below. | propose the foilowing respanse:-

The Minister reiterates the position that this is an operational matter for the Board and Managemeni of Bord
Gais Eireann. The Minister undersiands that the Board was in immediate contact with both the Garda
Siochana and the Data Protection Commission in relation (o this matter and it that was agreed between the
parties that the incident would not be made public immediately. '

The Minister is satisfied tha! the matter has been dealt with professionally anc sensitive’y by the Board having
fegarc al & times for the bestinterests of the pullic. the customers of BGE and BGE itself. :
Michael

From: John Twomey

Sent: 24 June 2009 16:53

To: Michael Goodwin

Subject: FW: Bord Gas Query

Importance: High

Michael, could you have a look at the beneath pigase?

John Twomey

Press Officer

Department of Communications, Energy and Natural Resources
29-31 Adelaide Rd.,

Dublin 2.

Ph 01 678 2441
e-mail: John.twomey@dcenr.ie

From: Press Office MM
Sent: 24 June 2009 16:31

X



Page 2 of 3

To: John Twomey; Katherine Licken; Colm O Conaill; Sara White
Cc: Press Office MM; Press Office MM

Subject: RE: Bord Gas Query

Importance: High

I have had ancther call frerm Alan Sherry regarcding this. Have vou any oos in

relaticn to a raply? i(esspecially in relatiorn =0 the -ex- i= pold

John Twomey

Sress Cfiizex

Lepartment of Communicaticns, Erergy and Naturzl Rascuroes

PR 0L 673 2443

Jobn

John,

1 have put my gueries To them. They nave daclinad to denv or cornfivsm trhan.
p ¥o2 5 E

I sti1ll have a2 number of guaesticns for DCENR

When was the Minister made aware of the laptop theft? I'm of the
understanding it wasn't until last Wednesday - more than a week after the
laptop was stolen. Was the Minister happy about this delay?

How was the Minister made aware of the theft? t assumed it would be
protocol for Bord Gais as a semi-state energy company to inform the
Minister of such thefts. If this did not happen have questions been asked
as to why it didn’t?

Cces zhe ”Lrist:r nave any Concerrs thzt the datails 122,000 cuztomars
were contained on tns laptops and hot the 73,000 Bor ls nhzas Tlaimeds
0f these 143,000 I ar 14 23,200 haa barking detail
It nas also smergsd cradit card details and da-x
centalinsd on ths la . ¥Mas the Minister any conce
details were not ra 4 when Bord Zai vernt publlis
Is ths Minister in tact with Zord G cver The
them to glve him & brea<dewr of =h ta on o
Has the Miristar contac i inaral
1f the number of wWhoge a
ramber of affected customsrs ol
Regaras
Alan
T -
<alan.sherryidai yrall, lex
o el Teraill
<Colm.CConaillédcenr . gov.izs, "Press 0E5ics A
CZress, Cillzelarans, gov.igs,

"Press OZfice WMo ess.Cificeldeeny,gov, ler, "Sara

"ITreszs Offize vhibe"
“sara.wWniteldcenr.gov.Lel

MM Subtast Bora Zas
Juery

<Fress. OIficstdoe Words
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Katherine Licken

From: Michael Goodwin

Sent: 25 June 2009 08:33

To: Katherine Licken; Brada Holly
Subject: FW: Bord Gas Query

From: Sara White

Sent: 24 June 2009 18:52

Te: Press Office MM; Michael Goodwin
Subject: RE: Bord Gas Query

thats ok for now John,
thanks
sara

----- Criginal Message-----

From: Press Office MM

Sent: Wednesday, June 24, 2009 535 PM

To; Michael Goodwin

Cc: Sara White; Press Office MM; Press Office MM
Subject: RE: Bord Gas Query

Thanks Michae!, | have spoken to Katherine and to Kathleen O Sullivan of BGE and have a draft
answer here as foilows.

The Minister was made aware of the laptop theft by BGE on Wednesday before the story was
announced to the media. The Department and BGE are in regular contact on this and other issuss. All
other questions should be addressed to BGE for whom this is an cperational issue.

Sara, any cts on this?

John Twomey

Press Officer

Department of Communications, Energy and Natural Resources
29-31 Adelaide Rd.,

Dublin 2.

Ph 01 678 2441
e-mail: John.twomey@dcenr.ie

From: Michael Goodwin
Sent; 24 June 2009 17:18
To: John Twomey

Cc: Sara White

Subject: RE: Bord Gas Query

John,

I have drafted a reply and submitted 1o Sara for clearance. | will gat it to you as soon as possible.
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Regards

Michael

From: John Twomey

Sent: 24 June 2009 16:53
To: Michael Goodwin
Subject: FW: Bord Gas Query
Importance: High

Michae!, could you have a lock at the beneath please?

John Twomey

Press Officer

Department of Communications, Energy and Natural Resources
29-31 Adelaide Rd.,

Dublin 2.

Ph 01 678 2441
e- man! John twomev@dcenr ie

From: Press Office MM

Sent: 24 June 2009 16:31

To: John Twomey; Katherine Licken; Colm O Conaill; Sara White
Cc: Press Office MM, Press Office MM

Subject: RE: Bord Gas Query

Impertance: High

When was the Mimster made aware of the IaptOp theft? I'm of the
understanding it wasn't until last Wednesday - more than a week after the
laptop was stolen. Was the Minister happy about this delay?

How was the Minister made aware of the theft? | assumed it would be
protocol for Bord Gais as a semi-state energy company to inform the
Minister of such thefts. If this did not happen have questions been asked
as to why it didn't?

Coes the Minister have any concsrns that -

were o tne laptops and not th

Qf Tha I oam told 95,020 had ba:

It has a smerged tnat Ccredit cara detal of
conzaired on lapteops. Has ths Minister 5 as
detail e revezled wnarn Bord Zais w zst
Is the i 11 Zontact witn Berd Zals tTer
whem to give a full bresaxdown of the 4 rols
Has tTne Minj Deen In contact wisth of STit
1 the rami DesDle wWI0Se acoounts cred
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Kathe ring‘ Li.c.”k_e.n ’&QCO'& 3

From: Eamonn Molicy

Sent: 22 June 2009 18:10

To: Katherine Licken

Subject: PV Ra Bord Gais lapton nel
Katherine
{ can explan the packground here,

Ezmonn

Fro
Sent:
To: Eamonn Molley

Subject: FW: Re Bord Gais iapiop theft

Dear Eamonn

Sorry to acd (o the voume of matenia i your intray | wouid ne gratefs fyou 20Ul forwat T Ins eTE I your
appropriate colleague for information.

Rightly or wrongiy, | am rcireassuraec oy the handing of this issue by Bord Gass

! have pasiec be'ow cooes of an emall | sent ioday 1o tne Data Proteston Commissioner a~d @ 200y sf 2
ietter to Borc Gais.

With bes: wishes

To: 'info@dataprotection.ie’
Subject: Re Bord Gais laptop theft

Attention: Mr Billy Hawkes
Dear Mr Hawkes

| attach below a copy of alefter senttoday to Bord Gals inresponse to thelr circular letler concerning
tha theft of laptops.

| havea to confess tnat | find their letter less than reassuring and perhans siraining cradibility ir some
respecis e.g. that the encryption process is now compiele

On more generai poing, there have been a number of thefts where the stolen laptops contained
considerabie vo_lua;nes of perscnal data. Is it appropriata that personal data be stored on individual
computers and is it open to your office to direct that this practice be stopped?

Yours sincerely




- Page 2 of 2

22 June 2009

Mr David Bunworth
Managing Director
Bord Gais Energy

Dear Mr Bunworth

Thank you for your circuiar let'er to customers regarding the thefl of four lgplops containing
customer data.

You have explainad in your letter that you have compieted a programme for encrypticn of
ail customer data. Thal is reassuring but in the circumstances it would be essential | think
for you to publish independent validation that this is the case.

Furthermore, | would be grateful if you could let me know what measures are now Leing. or
have been taxen to protect the bank ascounts details of which have fallen into the hands of
the people who sicle the 12otops and to prevent access to these accounts. '

Finally, would it not be timely for the future to prohibit any practices whereby customer data
is held and saved on individua! portable computers such as lagtops.

100K forward to hearing from you.

! have copied this letter to the Data Protection Commissianar.

Ycurs sincerely




Katherine Licken

From: John Twomey

Sent: 23 June 2009 12:35

To: Katherine Licken; Press Office MM

Cc: Sara White; 'kosullivan@bge.ie'; 'Liam O'Riordan (Sec.)
Subject: RE: Stolen Laptops,

Thanks Katherine. | will so advise him.

John Twomey

Press Officer

Department of Communications, Energy and Natural Resources
29-31 Adelaide Rd.,

Dublin 2.

Ph 01 678 2441

e-mail: John.twomey@dcenr.ie

From: Katherine Licken

Sent: 23 June 2009 12:33

To: Press Cffice MM

Cc: Sara White; ‘kosullivan@bge.ie'; 'Liam O'Riordan (Sec.)
Subject: RE: Stolen Laptops,

John,

Page 1 of 2

Pé(ord Y-

I have checked with BGE and the position remains the same as it was reported last week i.e. that 75,000
client details were contained on the stolen laptop. The reporter should address his query directly to BGE.

Katherine

From: Press Office MM

Sent: 23 June 2009 12:19

To: Katherine Licken

Cc: Sara White; Press Office MM
Subject: Stolen Laptops,
Importance: High

Katherine,

Took a phone call from Daily mail there, guy called Alan Sherry saying that they have a story that rather than

75,000 names being on stolen laptops, the full figure is 140, 000 names with
90 000 of those having direct debit details.

They want 10 know Has the minister been briefed on this? Has he been onto Bord gas etc.

Thanks

John Twomey

Press Officer

Department of Communications, Energy and Natural Resources
29-31 Adelaide Rd.,

Dublin 2.
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Ph 01 678 2441
e-mail: John.twomey@dcenr.ie
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Katherine Licken

From: Liam Q'Riordan (Sec.) (LICRIORDAN@bge. ie]
Sent: 23 June 2009 12:36

To: Katherine Licken

Subject; RE: Stolen Laptops,

Katherine,

| have tried to centact you on landline but there seems to be a probiern with the telephdne system | think on
your side. | left a2 voicemail on your mobile a few minutes ago. :

Can you give me a call on this.

Regards

Liam

From: Katherine Licken [mailto:Katherine Licken@dcenr.gov.ie]
Sent: 23 June 2009 12:33

To: Press Office MM

Cc: Sara White; Kathleen O'Sullivan; Liam O'Riordan (Sec.)
Subject: RE: Stolen Laptops,

John,

| have checked with BGE and the position remains the same as it was reportec last week i.e. that 75,000
client details were contained on the stolen laptop. The reporter shouid address his query directly to BGE.

Katherine

From: Press QOffice MM

Sent: 23 June 2008 12:19

To: Katherine Licken

Cc: Sara White; Press Gffice MM
Subject: Stolen Laptops,
Importance: High

Katherine,

Took a phonre call from Daily mail there, guy calied Alan Sherry saying that they have a story that rather than
75,000 names being on stolen laptops, the full figure is 140, 000 names with
90 000 of those having direct debit details.

They want to know Has the minister been briefed on this? Has he been on to Bord gas elc,

Thanks

John Twomey

Press Officer

Department of Communications, Energy and Natural Resources
29-31 Adelaide Rd.,

Dubtin 2.

Ph 01 678 2441
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.

e-mail: John.twomey@dcenr.ie

The information transmitted is intended only for the person or entity to which it is addressed
and may contain confidential, commercially sensitive and/or privileged material. Any
review, retransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entities other than the intended recipient is prohibited
and may be unlawful. BGE accepts no liability for actions or effects based on the prohibited
usage of this information . BGE is nejther liable for the proper and complete transmission of
the information contained in this communication nor for any delay in its receipt. If you
received this in error, please contact the sender and delete the material from any computer.

Bord Gais Eireann is a body corporate established under the Gas Act 1976,

Thank you for your attention.
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Katherine Licken

From: Grace Milton

Sent: 23 June 2009 12:44

To: John Twomey; Katherine Licken
Subject: FW: Stolen Laptops.

John
Can you hold off on advising Daily Mail, as per Kathering's call please?

Thanks
Grace

From: John Twomey

Sent: 23 June 2009 12:35

To: Katherine Licken; Press Office MM

Cc: Sara White; 'kosullivan@bge.ie'; 'Liam Q'Riordan (Sec.y
Subject: RE: Stolen Laptops,

Thanks Katherine. | will 50 advise him.

John Twomey

Press Officer

Department of Communications, Energy and Natural Resources
29-31 Adelaide Rd.,

Dublin 2.

Ph 01 678 2441
e-mail: John.twomey@dcenr.ie

From: Katherine Licken

Sent: 23 June 2009 12:33

To: Press Cffice MM

Cc: Sara White; 'kosullivan@bge.ie'; Liam O'Riordan {Sec.y
Subject: RE: Stolen Laptops,

John,

I have checked with BGE and the position remains the same as it was reported last week | e that 75,000
client details were contained on the stolen laptop. The reporter should address his query directly t¢ BGE.

Katherine

From: Press Office MM

Sent: 23 June 2009 12:19

To: Katherine Licken

Cc: Sara White; Press Office MM
Subject: Stoien Laptops,
Importance: High

Katherine,

Took a phone cal! from Daily maii there, guy called Alan Sherry saying that they have a story that rather than
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75,000 names being on stolen laptops, the full figure is 140, 000 names with
90 000 of those having direct debit details.

They want to know Has the minister been briefed on this? Has he been on tc Bord gas eic.

Thanks

John Twomey

Press Officer

Department of Communications, Energy and Natural Resources
29-31 Adelaide Rd.,

Dublin 2.

Ph 01 678 2441
e-mail; John.twomey@dcenr.ie
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Katherine Licken

From: Kathleen O'Sullivan [KOSULLIVAN@oge.ie]
Sent: 23 June 2009 13.:22

To: Katherine Licken

Subject: RE: Bord Gais Press Statement

Katherine

That's fine. As per tel call, there were names & addresses of cther customers WITHCUT bank details that
haven't been quantified, but that a data protection issue.

Regards
Kathleen

From: Katherine Licken [mailto:Katherine. Licken@dcenr.gov.ie]
Sent: 23 June 2009 13:18

To: Kathleen O'Sullivan; Liam O'Riordan (Sec.)

Subject: FW: Bord Gais Press Statement

Kathleen ~ further to our discussion, are you happy with attached response to our press office? Katherine

| have checked with BGE and the position remains the same as it was reported last waek (see
attached statement from BGE) i.e. that customer information and bank detaiis for 75,000 Bord Gais
Energy electricity customers were contained on the stolen laptop. The reporter should address nis
query directly to BGE.

From: Press Office MM

Sent: 23 June 2009 12:18

To: Katherine Licken

Cc: Sara White; Press Office MM
Subject: Stolen Laptops,
Importance: High

Katherine,

Took a phene call from Daily mail there, guy called Alan Sherry saying that they have a story that rather than
75,000 names being on stolen laptops, the fuli figure is 140, 000 names with
80 000 of those having direct debit details.

They want to know Has the minister been briefed on this? Has he been on to Bord gas etc.

The information transmitted is intended only for the person or entity to which it is addressed
and may contain confidential, commercially sensitive and/or privileged material. Any
review, retransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entities other than the intended recipient is prohibited
and may be unlawful. BGE accepts no liability for actions or effects based on the prohibited
usage of this information . BGE is neither liable for the proper and complete fransmission of
the information contained in this communication nor for an y delay in its receipt. if you
received this in error, please contact the sender and delete the material from any computer.
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L

Bord Gais Eireann is a body corporate established under the Gas Act 1976,

Thank you for your attention.
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Katherine Licken

From: Kathlgen O'Sullivan IKOSULLIVAN@bge.ig]
Sent: 23 June 2009 17:43

To: Katherine Licken

Cc: Liam Q'Rierdan {Sec.)

Subject: RE: Bord Gais Press Statement

Katherine

Alan Sherry from the Daily Mail has now contacted us and we toid him the information provided was
unchanged. RTE have also lodged a query re numbers and got same answer.

Regards
Kathleen

From: Katherine Licken {mailto:Katherine.Licken@dcenr.gov.ie]
Sent: 23 June 2009 13:18

To: Kathleen O'Sullivan; Liam O'Riordan {Sec.)

Subject: FW: Bord Gais Press Statement

Kathleen — further to our discussion, are you happy with attached response to our press office? Katherine

| have checked with BGE and the position remains the same as it was reported last week (see
attached statement from BGE) i.e. that customer information and bank details for 75,000 Bord Gais
Energy electricity customers were contained on the stelen faptop. The reporter should address his
query directly to BGE.

From: Press Office MM

Sent; 23 June 2009 12:19

To: Katherine Licken

Cc: Sara White; Press Office MM
Subject; Stolen Laptops,
Importance: High

Katherine,

Took a phone cail from Daily mail there, guy calied Alan Sherry saying that they have a story that rather than
75.00G names being on siolen laptops, the full figure is 140, 000 names with
90 000 of these having direct debit details.

They want to know Has the minister been briefed on this? Has he been ¢n to Berd gas elc.

The information transmitted is intended only for the person or entity to which it is addressed
and may contain confidential, commercially sensitive and/or privileged material. Any
review, retransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entities other than the intended recipient is prohibited
and may be unlawful. BGE accepts no liability for actions or effects based on the prohibited
usage of this information . BGE is neither liable for the proper and complete transmission of
the information contained in this communication nor for any delay in its receipt. If you
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received this in error, please contact the sender and delete the material from any computer.

Bord Gais Eireann is a body corporate established under the Gas Act 1976.

Thank you for your attention.
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Katherine Licken

From: Michael Goodwin

Sent: 24 June 2009 17:17

To: Sara White

Cc: Katherine Licken; Breda Holly
Subject: RE: Bord Gas Query

Sara,
Please see below. | propose ihe following response:-

The Minister reiterates the position that this is an operational matier for the Board and Managemen! of Bord
Gais Eireann. The Minister understands that the Board was in immed:ate cortact with both the Garca
Siochana and the Data Protection Commission in relation to this matter and it that was agreed bstweer the
parties that the incident would not be made public immediately.

The Minister is satsfied that the matter has been dealt with professionally and sersitively by the Board having
regard at all tmes for the best interests of the public, the customers of BGE and BGE itself.

Michael

From: John Twomey

Sent: 24 June 2009 156:53
To: Michael Goodwin
Subject: FW: Bord Gas Query
Importance: High

Michael, couid you have a look at the beneath please?

John Twomey

Press Officer

Department of Communications, Energy and Natural Resources
29-31 Adelaide Rd.,

Dublin 2.

Ph 01 678 2441

e-mail: John.twomey@dcenr.ie

From: Press Office MM

Sent: 24 June 2009 16:31 '

To: John Twomey,; Katherine Licken; Colm O Conaill; Sara White
Cc: Press Office MM, Press Office MM

Subject: RE: Bord Gas Query

Importance: High
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When was the Minister made aware of the laptop theft? I'm of the
understanding it wasn't unti! last Wednesday - more than a week after the
laptop was stolen. Was the Minister happy about this delay?

How was the Minister made aware of the theft? | assumed it would be
protocol for Bord Gais as a semi-state energy company to inform the
Minister of such thefts. If this did not happen have questions been asked
as to why it didn’t?
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Katherine Licken

24 June 2009 12:08
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FW: Bord Gas Query
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Katherine Licken

From: Katherine Licken

Sent: 23 June 2009 13:18

To: ‘kosullivan@bge.ie'; 'Liam O'Riordan (Sec.)
Subject: FW: Bord Gais Press Statement

Attachments: extended release.doc

Kathieen — further to our discussion. are you happy with attached response to our press office? Katherine

i have checked with BGE and the position remains the same as it was reparted ast week {see
attached statement from BGE}) i.e. that customer information and bank details for 75,000 Bord Gais
Energy electricity customers were contained on the stolen iaplop. The reporter should address his
query directly to BGE.

From: Press Office MM

Sent: 23 June 2009 12:19

To: Katherine Licken

Cc: Sara White; Press Office MM
Subject: Stolen Laptops,
Importance: High

Katherine,

Took a phone call from Daily mail there, guy called Alan Sherry saying that they have a story that rather than
75,000 names being cn stelen laptops, the full figure is 140, 000 names with

80 000 of those having direct debit details.

They want to know Has the minister been briefed on this? Has he been on to Bord gas etc.
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Katherine Licken

From: Kathleen O'Suilivan [KOSULLIVAN@bge ie]
Sent: 23 June 2009 17:43

To: Katherine Licken

Ce: Liam C'Riordan (Sec.)

Subject: RE: Bord Gais Press Statement

Katherine

Alan Sherry from the Daily Maii has now contacted us and we told him the information provided was
unchanged. RTE have also lodged a query re numbers and got same answer.

Regards
Kathleen

From: Katherine Licken [mailto:Katherine.Licken@dcenr.gov.ie]
Sent: 23 June 2009 13:18

To: Kathleen O'Suliivan; Liam O'Riordan (Sec.)

Subject: FW: Bord Gais Press Statement

Kathleen — further to our discussion, are you happy with attached response to our press office? Katherine

I have checked with BGE and the position remains the same as it was reported fast week (see
attached statement from BGE) i.2. that customer information and bank details for 75,000 Bord Gais
Energy electricity custorners were contained on the stolen !aptop. The reporter should address his
query directly to BGE. )

From: Press Office MM

Sent: 23 June 2009 12:19

To: Katherine Licken

Cc: Sara White; Press Office MM
Subject: Stolen Laptops,
Importance: High

Katherine,

Took a phone call from Daily mail there, guy calied Alan Sherry saying that they have a story that rather than
75,000 names being on stolen laptops, the full figure is 140, 000 names with
80 Q00 of those having direct debit details.

They want to know Has the minister been briefed on this? Has he been on to Bord gas eic.

The information transmitted is intended only for the person or entity to which it is addressed
and may contain confidential, commercially sensitive and/or privileged material. Any
review, retransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entities other than the intended recipient is prohibited
and may be unlawful. BGE accepts no liability for actions or effects based on the prohibited
usage of this information . BGE is neither liable for the proper and complete transmission of
the information contained in this communication nor for any delay in its receipt. If you
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received this in error, please contact the sender and delete the material from any computer.
Bord Géis Eireann is a body corporate established under the Gas Act 1976.

Thank you for your attention.
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Katherine Licken

From: Kathleen Q'Sullivan [KOSULLIVAN@bge.ig]
Sent: 23 June 2009 13:22

To: Katherine Licken

Subject: RE: Bord Gais Press Statement

Katherine

That's fine. As per tel cail, there were names & addresses of other customers WITHOUT bank details that
haven’t been quantified, but tha' a data protection issue.

Regards
Kathleen

From: Katherine Licken [maa‘lto:Katherine.Licken@dcenr.gov.ie]
Sent: 23 June 2009 13:18

To: Kathleen O'Sullivan; Liam O'Riordan (Sec.)

Subject: FW: Bord Gais Press Statement

Kathleen — further to our discussion, are you happy with attached response to our press office? Katherine

| have checked with BGE and the position remains the same as it was reporied iast week (see
attached statement from BGE) i.e. that customer information and bank details for 75,000 Bord Gais
Energy electricity customers were contained on the stolen faptop. The reporter should address his
query directly to BGE.

From: Press Office MM

Sent: 23 June 2009 12:19

To: Katherine Licken

Cc: Sara White; Press Office MM
Subject: Stolen Laptops,
Importance: High

Katherine,

Took a phone cali from Daily mail there, guy called Alan Sherry saying that they have a story that rather than
75,000 names being on stolen laptaps, the full figure is 140, 000 names with
90 €00 of those having direct debit details.

They want to know Has the minister been briefed on this? Has he been on to Bord gas stc.

The information transmitted is intended only for the person or entity to which it is addressed
and may contain confidential cornmercially sensitive and/or privileged material. An y
review, retransmission, dissemination or other use of, or taking of any action in reliance
upen, this information by persons or entities other than the intended recipient is prohibited
and may be unlawful. BGE accepts no liability for actions or effects based on the prohibited
usage of this information . BGE is neither liable for the proper and complete transmission of
~ the information contained in this communication nor for any delay in its receipt. If you
received this in error, please contact the sender and delete the material from any computer.
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Bord Gais Eireann is a body corporate established under the Gas Act 1976.

Thank you for your attention.
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Katherine Licken &‘O’d

From: Katherine Licken

Sent: 19 June 2009 17:50

To: Minister Ryan

Cc: Colm O Conaill; Brendan O'Reilly; Aidan Dunning; Sara White; Michael Gocdwin
Subject: BGE theft of laptops

Minister

You enquired as to when BC?E' contacted the Data Praotection Commissioner's Office {DPCYin relation to the
theft of laptops from the BGE offices at Joyce's Court, Dublin. | have sought ciarification from BGE who
advise the following:

*+ The theft occurred on Friday 5 June. BGE contacted the Gardai and the DPC immediately that day;

» BGE provided an initial written report on the incident to the DPC on Sunday 7% June, as agreed with
the DPC:

¢ The following Thursday 11" June BGE made further contact with the DPC to update them on
developments, including the fact that cne laptop was unencrypted. At this point, BGE sought advice
from the DPC on how best to deal with the issue going forward;

« On Friday 12", the DPC spoke with BGE and a meeting was arranged for Monday 15" between BGE
and the DPC;

+ Following the meeting on Monday 15th, and based on a recommendation from the DPC, BGE
commenced arranging measures to contact customers (letters to customers, helpline, media, website
info etc) as quickly as possible;

» Letters issued today to alf 75,000 customers whosa details were held on the stolen laptop. Website
information and a helpline are also in piace.

Katherine

Katherine Licken

Frincipal

Qil Suppiy, Oil, Gas, Grid and Peat Corporate Division
Department of Communications, Energy and Natural Resources
29 - 31 Adelaide Road,

Dubiin 2

Fh: + 353 1 6782660
Fax: + 353 1 6782969
Email: Katherine.Licken@dcenr.ie




Breda Hoily

From: Katherine Licken

Sent: 18 June 2009 09:52

To: Breda Holly; Gregory McDermott; Michae! Goodwin
Subject; FW: Briefing to Minister

Attachments: Briefing to Minister.doc

Michael / Breda / Greg
Confidential note for the file from BGE.

Katherine

From: Colm O Conaill

Sent: 18 June 2009 09:29

To: Katherine Licken ; Sara White; Aidan Dunning; Susan Lowen
Subject: FW: Briefing to Minister

From: John Mullins [maiito:jpmuilins@bge,fe]
Sent: 17 June 2009 20:34

To: Colm O Conaill

Subject: Briefing to Minister

Colm
Piease find atatched a briefing paper on the incident of Security breach at Bord Gais, Joyce's Court, Dublin 1.
Please do not hesitate to call i there are any queries from the Minister or the Department.

Kindest Regards

Thank you for your attention.



Private and Confidential 10 The Minister

Briefing on Burglary at Bord Gais Office

On the moming of 5" June a burglary took place at Bord Gais Energy’s office and
other neighbouring offices at J oyce’s Court, Dublin 1. Four laptops were stolen from

the Bord Gais office, of which one contained replicated customer data from the Big
Switch campaign. An internal report within Bord Géis had indicated to Senior
Management and the Board that all laptops in Bord Gais were encrypted at the time of
the incident as a programme of encryption of all laptops commenced in the summer of
2008.

On leaming of the incident, the Gardai were called at Store Street Garda Station and
they arrived at 0700. An internal check by IT Security of the serial numbers of the
laptops stolen indicated that a number of these laptops were recently acquired and
were not recorded as encrypted. Whilst the laptops had sophisticated password
security and files were hidden, there was a risk that data could still have been
accessed by persons unknown. The Data Protection Commissioner was informed as a
matter of urgency by 1530 on 5™ June and the files involved were handed over to the
Gardai at 1900 on 5' Jupe.

CCTV at the building and other buildings in the locality indicated that the burglars
were young and the nature of the burglary in the opinion of the Gardal was
random/opportunistic. The Gardai very quickly identified a number of key suspects
and it was agreed that it would be inappropriate to make public the fact that laptops
were stolen as this would heighten their commodity value. Bord Gais consulted
extensively with the Data Protection Commissioner and the Gardaj since 5 June and
also hired Risk Management International to perform a risk assessment on the laptop
and data contents,

Bord Gais can confirm that the data, inclusive of bank sort code, bank account
number and names were contained in hidden files on the hard disk of one of the
unencrypted laptops.

A meeting was held between the Data Protection Commissioner {DPC) and Bord Gais
on Monday 15% June where the DPC advised that it would be appropriate tor Bord
Gais to now make public comment as more than seven days had elapsed since the
incident. Bord Gais put final preparations to its release, contact numbers, Q&A
documents and letters to custorners and liaised with the Irish Banking Federation over
the last number of days to ensure that there was a heightened bank awareness of this
breach and to expect a pending announcement.

The announcement of the HSE incident accelerated the requirement to g0 public and a
final decision was made this morning to make an announcement on the matter this
evening.



The following are key summary points:

* Although a Company programme of encryption was reported as complete
there were significant errors in such reporting, the company can now
confirm that all laptops are tully encrypted;

* The company behaved responsibly and in a timely manner with al]
appropriate authorities (DPC, Gardai etc.)

* Appropriate judgement was used on public announcement in the specific
circumstance of the crime and the risk assessed; ‘

¢ Liaison with Bank Security divisions through the Irish Banking Federation
was completed prior to a formal announcement,



------
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Katherine Licken
From: Liam O'Riordan (Sec.) {LIORIORDAN@bge.ie]

Sent: 17 June 2009 20:53
To: Katherine Licken
Subject: Fw: extended release

Attachments: extended release.doc

Katherine,

For your information. | am on biackberry so please ignere the email from John Mullins to me.
Regards

Liam

From: John Mullins

To: Liam O'Riordan (Sec.)

Sent: Wed Jun 17 20:35:59 2009
Subject: extended rejease

Liam
Please forward the attached to the Department as a matter of urgency.
Please aiso forward to Board members.

Kindest Regards

John

The information transmitted is intended only for the person or entity to which it is addressed
and may contain confidential, commercially sensitive and/or privileged material. Any
review, retransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entities other than the intended recipient is prohibited
and may be unfawful. BGE accepts no liability for actions or effects based on the prohibited
usage of this information . BGE is neither liable for the proper and complete transmission of
the information contained in this communication nor for an y delay in its receipt. If you
received this in error, please contact the sender and delete the material from any computsr.

Bord Gais Eireann is a body corporate established under the Gas Act 1976.

Thank you for your attention.




Breda Holly

From: Katherine Licken
Sent: 17 June 2009 19:32

To: Minister Ryan; Aidan Dunning: Sara White: 'padraig.slyne@taoiseach.gov.ie’; Ciara Byrne;
Colm O Conaill; Susan Lowen; John Twomey; Grace Milton

Ce: ‘adolan@)justice.ie’; Michael Goodwin; Breda Holly: Gregory McDermott
Subject: FW: Bord Gais Press Statement
Attachments: extended release. doc

Follow up press release from BGE attached. | understand that BGE are currently trying to arrange interviews
with David Bunworth (Bord Gais Energy) for RTE opm TV news, Morning Ireland, focal stations, Newstalk &
Today FM,

Katherine

Katherine Licken

Principal

Oif Supply, Oil, Gas, Grid and Peat Corporate Division
Department of Communications, Energy and Natural Resources
29 - 31 Adelaide Road,

Dublin 2

Ph: + 353 16782960
Fax: + 353 1 6782969
Email: Katherine.Licken@dcenr.ie




Statement from Bord Gais Energy

Wednesday June 17™ 2009: Bord Gais Energy can confirm that a burglary took place on
Friday, 5™ June in one of its Dublin offices. During this incident four laptops were stolen, one
of which contained customer information and bank details for 75,000 Bord Gais Energy
electricity customers. A number of adjacent offices were also burgled at the same time. The
Gardai and the Data Protection Commissioner were immediately informed and a full
investigation is continuing.

As the Gardai pursued enquiries, Bord Gais Energy, on the basis of a risk assessment, did not
publicise the incident as it may have hampered the investigation. Since the burglary Bord
Gais has worked closely with the Gardai, the Data Protection Commissioner and the Irish
Banking Federation.

Over the coming days, Bord Giis Energy will be in direct contact with all affected customers,
Customers who require further information should go to www.bordgaisenergy.ie.

ENDS
For further information contact:
Bord Gais

Stiofain MacDhaibhead 087 799 1206
Kathleen O'Sullivan 087 244 66072

Fleishman Hillard
James Dunny 086 388 3503



Katherine Licken

From: Kathleen O'Sullivan [KOSULLIVAN@bge.je]
Sent: 17 June 2009 19:31

To: Katherine Licken

Subject: RE: Bord Gais Press Stateman:

Yes Katherine, it's going up now.

Regards
Kathleen

From: Katherine Licken {mailto:Katherine.ucken@dcenr.gcv,ie]
Sent: 17 June 2009 19:29

To: Kathleen O'Sullivan

Subject: RE: Bord Gais Press Statement

Tharks Kathleen, | dign't see anything on the website but | assume info will go up there too?

Katherine

From: Kathleen O'Sullivan imaiito:KOSULLIVAN @ bge.ie]
Sent: 17 June 2009 19:27

To: Katherine Licken

Cc: Liam O'Riordan (Sec.); Press Office MM

Subject: RE: Bord Gais Press Statement

Katherine

Second release attached which is being issued to all media now. We are trying to arrange interviaws with
David Bunworth for RTE 9pm TV news, Morning Ireland. local siations. Newstalx & Today FM

Regards
Kathieen

From: Katherire Lickan [maHto:Katherlne.Licken@dcenr.gov.ie}
Sent: 17 June 2005 18:43

To: Kathleen O'Sullivan

Cc: Liam C'Riordan (Sec.); Press Offica MM

Subject: RE: Bord Gais Press Statement

Kaihleen,

lunderstand that you wili be issuing a further statament a: 7om. Could you forward me 3 copy of this
siatement as so0n as itis available?

T

Regards
Katherine

From: Kathleen O'Sullivan [maiito:KOSULLIVAN@bge. ie]
Sent: 17 June 2009 17:32

To: Katherine Licken

Cc: Liam O'Riordar {Sec.); Prass Office MM
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Subject: FW: Bord Gais Press Statement

Apologies — attached this time,

From: Kathieen O'Sullivan

Sent: 17 June 2009 17:31

To: 'katherine.licken@dcenr.gov. ie

Cc: Liam O'Ricrdan (Sec.); ‘press.ofﬁce@dcenr.gov.ie’
Subject: Bord Gais Press Statement

Katherine

On behalf of Liam O'Riordan, ! attach g copy of a press release being sent to RTE now regarding the laptop
theft.

From what we know, RTE will be running the story as the lead item on the 6.01 pm TV news this evening. The
Data Protection Commissioner's Office will be interviewed and the Censumer's Association may also appear.

We will review the current statement after the broadcast prior to issuing to other media,

Regards
Kathleen

Kairigan 0500
Head of Cor;
Bord Gavs
Gasworis Roa

Cack. el

The information transmitted is intended only for the person or entity to which it js addressed
and may contain confidential cemmercially sensitive and/or privileged material. Any
review, retransmission, dissemination or other use of or taking of any action in refiance

upon, this information by persons or entities other than the intended recipient is prohibited
and may be unlawful. BGE accepts no fiability for actions or effects based on the prohibited
usage of this information . BGE is neither liable for the proper and complete transmission of
the information contained in this communication nor for any defay in its receipt. If you

received this in ervor, please contact the sender and delete the material from any computer.
Bord Gais Eireann is a body corporate established under the Gas Act 1976.

Thank you for your attention.

The information transmitted is intended only for the person or entity to which it is addressed
and may contain confidential, commercially sensitive and/or privileged material. Any
review, retransmission, dissemination or cther use of, or taking of an y action in refiance
upon, this information by persons or entities other than the intended recipient is prohibited
and may be unlawful. BGE accepts no liability for actions or effects based on the prohibited
usage of this information . BGE s neither liable for the proper and complete transmission of
the information contained in this communication nor for any delay in its receipt. If you _
received this in error, please contact the sender and delete the material from an y computer.

Bord Gais Eireann is a body corporate established under the Gas Act 19786,

Thank you for your attention.
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The information transmitted is intended only for the person or entity to which it is addressed
and may contain confidential, commercially sensitive and/or privileged material. Any
review, retransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entities other than the intended recipient is prohibited
and may be unlawful. BGE accepts no liability for actions or effects based on the prohibited
usage of this information . BGE is neither liable for the proper and complete transmission of
the information contained in this communication nor for any delay in its receipt. If you
received this in error, please contact the sender and delete the material from any computer.

Bord Gais Eireann is a body corporate established under the Gas Act 1978.

Thank you for your attention.
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Katherine Licken B B &(«dg

From: Katherine Licken

Sent: 17 June 2009 17:39

To: Aidan Dunning; Minister Ryan; Colm O Conaill

Cc: Michael Goodwin; John Twomey; Grace Milton; Sara White
Subject: FW: Berd Gais Press Statement

Attachments: Statement final.doc

Minister / Aidan

Attached please find statement from BGE in relation to the theft of laptops from their Dublin offices, one of
which contained customer sensitive information. This will be the lead item on the RTE 6pm news. | have
drafted a comment below for use by the Department if necessary, although it is anticipated at this point that
queries will be directed te BGE and the Office of the Data Commissioner.

Katherine

Theft of laptops from BGE, containing sensitive personal information

The Department is aware of the incident involving the theft of iaptops from BGE, one of which contains
sensitive personal information.

This is an operational matter for BGE.

in discussions with BGE, the Department understands the following:

+ On Friday 5" June a break-in cccurred at its offices at Joyce's Court in Dublin, Four laptops were
stolen. One of these laptops contained customer sensitive information in relation to Project Switch
which was not encrypted,

+ On discovering the theft, BGE contacted the Garda Siochana and Data Protection Commission (DPC)
and the company has remained in contact with the Gardai and the DPC since the incident occurred,

s BGE will be communicating with all affected customers.

While this is an operational matter for the company, the Department will remain in close contact with BGE in
relation to this incident and follow up action by the company,

Ends




Katherine Licken

From: Katherine Licken

Sent: 17 June 2008 18:26

To: ;Dadraig,Siyﬂe@taciseach.gov.le'
Cc: ‘adolan{@justice.ie’

Subject: Bord Gais theft of japtop

Attachments; Statement final.doc

Padraig,

As discussed. I've copied to Alsc Dolan also.—

Regards

Katherine

Theft of laptops from BGE, containing sensitive personal information

The Depariment is aware of the incident invoiving the theft of laptops from BGE, one of which coniains
sensitive personal information. .

This is an operaticnal matter for BGE.

In discussions with BGE, the Department understands the following:

» On Friday 8" June a break-in occurred at its offices at Joyce's Court in Dubiin. Four laptops were
stolen. One of these iaptops contained customer sansitive information in relaticn to Project Switch
which was not encrynted.

s On discovering the the?, BGE contacted the Garda Sicchana and Data Protection Commission (DPC)
anc the ccmpany has remained in contact with the Gardal and the DPC since the incident occurred.

» BGE will be communicating with all a¥ected customers.

While this is an operational matter for the company. the Departmen: will remain 0 close contact with BGE in
relation lo this incicent and follow up action by the company.

Ends
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From: Kathleen O'Sullivan [KOSULLIVAN@bge.ie]
Sent: 17 June 2000 17:31

To: Katherine Licken

Cc: Liam O'Riordan (Sec.); Press Office MM
Subject: Bord Gais Press Statement

Katherine

Cn behalf ¢f Liam O'Riordan, | attach a copy of a press release being sent to RTE now regarding the laptop
theft.

From what we know, RTE wili be running the story as the lead itern on the 6.07pm TV news this evening. The
Data Praotection Commissioner's Office will be interviewed and the Consumer’s Association may also appear.

We will review the current statement after the broadcast prior {0 issuing o other media.

Regards
Kathleen

Katrigen OSaivan
Haad of Corr

The information transmitted is intended only for the person or entity to which it is addressed
and may contain confidential, commercially sensitive and/or privileged material. Any
review, retransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entities other than the intended recipient is prohibited
and may be unlawful. BGE accepts no liability for actions or effects based on the prohibited
usage of this information . BGE is neither liable for the proper and complete transmission of
the information contained in this communication nor for any delay in its receipt. If you
received this in error, please contact the sender and delete the material from any computer.

Bord Gais Eireann is a body corporate established under the Gas Act 1976.

Thank you for your attention.




Statement from Bord Gais Energy

Wednesday June 17" 2009: Bord Giis Energy can confirm that a robbery that took place on
Friday, 5" June in one of its Dublin offices. During this incident four laptops were stolen, one
of which contained customer information of 75,000 customers. A number of adjacent
offices were also burgled at the same time. The Gardai and the Data Protection
Commissioner were immediately informed and a full investigation is currently underway.

As the Gardai pursued a line of enquiry, Bord Gais Energy did not publicise the incident as it
may have hampered the investigation. Any customers that may be affected will be
contacted directly by Bord Gais Energy early next week.

ENDS

Further information will be provided at a later stage
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From: Katherine Licken

Sent: 17 June 20089 15:29

To: Colm O Conaill

Cc: Sara White; Aidan Dunning; Susan Lowen
Subject: CONFIDENTIAL: BGE theft of iaptops

Colmn,

As discussed, can you please pass the information below to Sec Gen, to facilitate briefing of Minister on
the issue of the theft of BGE laptops containing sensitive personal information?

Thanks

Katherine

Theft of laptops from BGE containing sensitive personal information

The Department was informed today, 17" June 2009, of an incident involving the theft of laptops from BGE,
one of which contains sensitive personal information. In discussion with BGE, the com pany has advised the
following:

+ On Friday 5 June a break-in occusred at its offices at Joyce's Court {adjacent to BGE HQ) in Cork.
Four laptops were stolen. One of these laptops contained sensitive information in relation to Project
Switch which was not encrypted. In excess of 70,000 customer details, including bank details are
involved.

e On discovering the break-in, BGE immediately contacted Garda Fraud Squad and Data Protection
Commission (DPC).

o All of the relevant banks have been informed of the incident.

o BGE has been working with the Garda Fraud Squad and have alsa hired private investigators. BGE
understands that the Gardal are foliowing a definite line of enquiries but have been unable to retrieve
the laptops at this point.

o BGE has remained in contact with the Office of the Data Pratection Commissioner (OPC) since the

incident occurred. A full debrief with the DPC was held on Monday 15" and the DPC recommended
that BGE should advise customers.

* A special committee meeting of the BGE Board is taking place today and it is anticipated that 2 media
statement will issue later this evening.

The Department has requested a formal note from BGE outlining the circumstances and seguence of events
sufrounding the incident. Existing public service guidelines and protocols in relation to protecting the
confidentiality of personal data have recently been updated by the Department of Finance and were conveyed
to BGE by this Department on Sth April and 13th May.

Katherine Licken

Frincipal

Oil Supply, Oii, Gas, Grid and Peat Corperate Division
Department of Commupnications, Energy and Natural Resources
29 - 31 Adelaide Road,




