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Executive Summary

1. INTRODUCTION
This report represents the results of an audit of the management and control systems applied by the Department of Communications and Natural Resources to operations co-financed by the Community under the Ireland: National Development Plan 2000-2006, Economic & Social Infrastructure                   Operational Programme, Energy Priority Measure, co-funded by the European Regional Development Fund. This audit was carried out in accordance with EU Council Regulation 1260/99 and implementing Regulations 438/2001 and 448/2001. The report also for the first time examines in detail the EDP/IT SYSTEMS in line with Annex 6 (vi) of the Commission Regulation 1663/95 and the associated Computer Security guidelines (document VI/661/97 REV.2) and ISO 17799.

2. OPINION
It is the opinion of the Internal Audit Unit of the Department of Communications, Marine and Natural Resources that the internal management and controls systems in place within the Sustainable Energy Ireland Agency (Final Beneficiary) and the administration of the Programme by the Renewable Energy Division (Intermediate Body) were satisfactory and that the expenditure examined has been verified as eligible under the regulations mentioned above.

In relation to the specific audit objectives;

1. We are satisfied that functions have been clearly allocated, where necessary authorities designated, and separation of duties ensured.

2. We are satisfied that there are adequate arrangements to ensure that the procedure for grant applications, appraisal of applications and selection for funding comply with the relevant rules
, are in accordance with the needs of the area in question
, and that decisions by the authority are fully documented.

3. We are satisfied that there are adequate arrangements to ensure that the selection of contractors/suppliers complies with public procurement rules.

4. We are satisfied that there are adequate procedures to verify the delivery of products and services, and the reality and eligibility of expenditure.

5. We are satisfied that the systems are adequate to provide reliable financial and statistical information on implementation.

6. We are satisfied that checks are carried out on a sample basis, which are representative and based on risk-analysis, and cover at least 5 % of the total eligible expenditure; and that checks are carried out to verify the effectiveness of the management and control systems in place

7. We are satisfied that bodies taking part in the management and implementation of the assistance maintain either a separate accounting system or an adequate accounting code for all transactions relating to the assistance.

8. We are  satisfied that there are procedures to ensure that certified declarations made to the Commission are accurate, result from accounting systems based on verifiable supporting documents, and that they only include expenditure that has been actually effected, incurred in operations selected for funding under the assistance and for which State Aid has been approved by the Commission.

9.
We are not satisfied with the IT security controls that are currently in place within the Department as a whole.


3. MAIN FINDINGS: - 
The systems of control in place both within the Department of Communications Marine & Natural Resources (Implementing Department) and Sustainable Energy Ireland (Implementing Agency) were found to be good.

Control Weakness: - Category C - Authorised Personnel to sign appropriate expenditure/reporting documentation

To date Form B’s received in the Grants Administration Unit of the Sustainable Energy Division from the Implementing Agency (Sustainable Energy Ireland) are signed and counter signed by two individuals who work within the same unit within the agency.  We would request that an individual from the Finance Unit who deals with structural funding on a day to day basis, prepares the initial document and a counter signature is sought from either the EU Programmes Manager or a representative of Senior Management within the organisation.
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The audit report considered any significant issues found, the levels of control that existed and an overall opinion on the effectiveness of the control systems, with a view to providing the necessary assurance to management and/or the taking of corrective action in order to provide such assurance. The opinions of management on the findings were incorporated in the report.

Measure Examined/Process

The Energy Priority Measure is divided into two separate sub Measures 1) Energy Conservation and 2) Alternative Energy. Both of these sub measures are administered and managed through the agency Sustainable Energy Ireland and claims for ERDF Funding are submitted by the SEI through the Renewable Energy Division within the Department. The business objective of the Sustainable Energy Priority is to:

· Develop and implement an intensive energy conservation/efficiency programme,

· Promote the development and use of alternative energy sources.

The legal framework relating to the financial management and control procedures for the ESIOP Programme 2000-2006 is contained in the following four EU Regulations:

· Notification of Irregularities under Article 38 1(e) of Council Regulation 1260/1999. This Regulation also details the specific responsibilities at each level of the cascade.

· Commission Regulation 1685/2000, which lays down detailed rules as regards the eligibility of expenditure of operations co-financed by Structural Funds.

· Commission Regulation 438/2001 which lays down detailed rules for the implementation of Council Regulation 1260/99 regarding the management and control systems for Structural Fund assistance (replaced 2064/97)

· Commission Regulation 448/2001, which sets out the procedures for making financial correction in the event of bad management or inadequate control of Structural Fund expenditure.

The Department of Finance circular 34/2001 comprehensively sets out how the requirements of the above mentioned Regulations are to be implemented in Government Departments. As regards the procedure for claims for payment of ERDF assistance set out in circular 34/2001, guidelines established by the ESIOP Managing Authority, Department of Transport, are followed by this Department for the processing and certification and return of material for payment claims in the case of energy elements of the ESIOP. In applying for the payment of ERDF funding, Sustainable Energy Ireland submits on a six monthly basis a copy of the following documentation to the Renewable & Sustainable Energy Division:

· A form B1 signed and certified by Sustainable Energy Ireland,

· Financial information to support and verify the amount of ERDF funding being claimed.

The responsibility to ensure that all conditions specified on the Form B1 are fully adhered to rests with SEI, if these conditions are not adhered to in full, the Renewable Energy Division will not process the claim.

When a claim for ERDF funding is received it should be accompanied by 3 Form B’s an overall Form B, an Energy Conservation Form B and an Alternative Energy Form B. All totals are checked to ensure that they follow on from previously reported expenditure totals, that all necessary certifications have been completed including that of the designated signatory. Once all these checks have been completed the Form B1 is forwarded to the Grants Management Unit for signature and preparation of the Form B2 that must be forwarded to the Managing Authority (Dept of Transport).

Site visits are carried out by the personnel of the Grants Administration/Management Unit either on a quarterly basis or after a claim, which includes significant expenditure, has been submitted for processing. The site visit will include the following:

· A meeting with the project managers or relevant personnel,

· A discussion with SEI in relation to the progress of the Energy Priority Measure along with the general responsibilities of monitoring and certification procedures,

· Examination of files held in SEI that relate to grants awarded. Items examined in detail include assurance as to the eligibility of expenditure claimed as well as assurance to the level of checks carried out by SEI prior to the formal request for payment of ERDF funding.

A site inspection report is always prepared on foot of such a site visit, which will include a financial report on both of the sub-measures.

Site Visit to Sustainable Energy Ireland

During the course of this Audit the Internal Audit Unit made a site visit to the Headquarters of Sustainable Energy Ireland to inspect the systems of control that are currently in place for the effective management of the measures within the Energy Priority of the ESIOP. The visit included a detailed systems and control check to ensure that satisfactory procedures were in place. This inspection looked in detail at the following areas:

· The initial advertisement and call for applications for funding under the Energy Priority Measure,

· The acknowledgement of all applications received.

· The technical and environmental evaluation of project applications by an expert technical committee, which would include a recommendation to the overall Project Evaluation Committee on what projects, should be accepted and rejected within the Programme including the amount of EU Funding that should be made available per application.

· The compilation of detailed approval letters/contracts to all successful applicants. These letters would include details in respect of:

1. Amount of EU Funding available,

2. Purpose of the grant,

3. A list of all EU requirements that must adhered to,

4. Reporting of Expenditure requirements,

5. Procedures for making a claim,

6. Retention of proper accounting records and invoices

7. Publicity of source of funding requirements,

8. Termination of contract,

9. Cessation, repayment and reduction of grant,


10. Freedom of Information obligations,

11. Dispute settlement,




12. Legal footing of contract/agreement

· The monitoring/management of expenditure reporting by the various successful applicants,

· The upkeep of a satisfactory audit trail paper/electronic

· The completion of Forms as required with regard to reporting progress to date/eligible expenditure to the Implementing Department  (i.e. DCMNR).

The inspection also included a detailed inspection of selected invoices that would have been included in recent claims for the payment of EU Funding from the Renewable & Sustainable Energy Division. This inspection would be to ensure that only claims for eligible expenditure are forwarded to the Department of Communications, Marine & Natural Resources, the Implementing Department.

The Internal Audit Unit are satisfied that the systems of internal control that exist within Sustainable Energy Ireland are compliant with the rules for the implementation of EU Council Regulations as regards the Financial Management and control systems for assistance granted under the European Regional Development Fund (ERDF 2000-2006).

Audit Methodology and Scope

A) Audit Scope
The audit is a systems based risk assessment approach including an amount of compliance testing and verification as part of the audit methodology in accordance with the terms of reference, which have been established for the Internal Audit Unit.

The audit was carried out in accordance with the provisions of the Management and Control Systems Audit Manual for Structural Funds (DG Regional Affairs 2003)
The IT Security systems in place have been audited in line with the Departments IT Audit Plan based on a risk assessment of the issues involved. The IT Security Policies (based on ISO17799) in place within the Department have been examined taking account of the EU Computer Security Guidelines (document VI/661/97 rev.2 and annex 6 to Comm. Reg. 1663/95). The following sub-systems have been examined in the course of this audit:

      E-mail system

      Internet system

      Remote access procedures

      Controls in relation to software installations at non-network locations

      Controls in relation to computer usage

      Controls in relation to the allocation of computer and network facilities

      Lock-down procedures

      Physical environmental arrangements

      Controls to staff awareness separation of duties

      Systems development controls

· General Audit Objective
The objective of the audit was to ascertain whether the systems that were in place, were adequate for the protection of EU and National funds under the Programme and that the expenditure examined has been verified as eligible under the regulations. Within this overall aim, the following specific audit objectives were addressed:

1. Whether functions have been clearly allocated, where necessary authorities designated, and separation of duties ensured.

2. Whether there are adequate arrangements to ensure that the procedure for grant applications, appraisal of applications and selection for funding comply with the relevant rules, are in accordance with the needs of the area in question and that decisions by the authority are fully documented.

3. Whether there are adequate arrangements to ensure that the selection of contractors/suppliers complies with public procurement rules.

4. Whether there are adequate procedures to verify the delivery of products and services, and the reality and eligibility of expenditure.

5. Whether systems are adequate to provide reliable financial and statistical information on implementation.

6. Whether checks are carried out on a sample basis, which are representative and based on risk-analysis, and cover at least 5 % of the total eligible expenditure; and whether checks are carried out to verify the effectiveness of the management and control systems in place.  

7. Whether the bodies taking part in the management and implementation of the assistance maintain either a separate accounting system or an adequate accounting code for all transactions relating to the assistance.

8. Whether there are procedures to ensure that certified declarations made to the Department of Finance are accurate, result from accounting systems based on verifiable supporting documents, and that they only include expenditure that has been actually effected, incurred in operations selected for funding under the assistance and for which State Aid has been approved by the Commission.

9. Whether the IT Security controls currently in place within the Department and those within the Renewable & Sustainable Energy Division in the administration of the ESIOP 2000-2006 Energy Priority Measure are adequate.

B) Nature of Findings
In the course of our work a small finding has come to light and has been documented in this report. We have categorised this finding by reference to the level of importance that we believe should be attributed to it. Internal Audit recommendations are categorised by the seriousness of weakness found.

(See Appendix I for the categorisation used)

Audit Resources

The audit was carried out by, Tom O’Brien, Internal Audit Unit under the supervision of, Mr Niall Kelly, Head of Internal Audit during the period from October 2003 to December 2003.         

Audit/Project Expenditure Sample

The funding available to projects under the two Sub-Measures is as follows:

· Projects in Southern & Eastern Region can receive up to a maximum of 50% of certified eligible expenditure. 

· Projects in the Border, Midland and Western Region can receive up to a maximum of 75% of certified eligible expenditure.

	ENERGY CONSERVATION MEASURE

SAMPLE SELECTED FOR INSPECTION DURING SITE VISIT 

	

	Details*
	Region
	Eligible Expenditure 1/1/2003 to 30/6/2003
	ERDF Component 1/1/03 to 30/6/2003
	Percentage of ERDF Funding available per project

	COMPANY
	SE/BMW
	2,479.00
	1,549.00
	62%

	COMPANY
	SE
	5,101.00
	2,551.00
	50%

	COMPANY
	SE
	18,610.00
	9,305.00
	50%

	COMPANY
	SE
	34,431.00
	17,216.00
	50%

	
	
	
	
	

	SUSTAINABLE ENERGY MEASURE

 SAMPLE SELECTED FOR INSPECTION DURING SITE VISIT

	

	Details*
	Region
	Eligible Expenditure 1/1/2003 to 30/6/2003
	ERDF Component 1/1/03 to 30/6/2003
	Percentage of ERDF Funding available per project

	COMPANY
	SE/BMW
	58,412.00
	36,508.00
	63%

	COMPANY
	SE/BMW
	6,549.00
	4,093.00
	62%

	COMPANY
	SE
	295,240.00
	147,620.00
	50%




*Names withheld under Section 27 for commercially sensitive reasons.

Findings & Recommendations

Control Weakness: Category C

Form B’s received from the Implementing Agency (Sustainable Energy Ireland) are signed and counter signed by individuals within the same units within the agency. 

Recommendation
For audit purposes we would request that Form B’s, which are statements of progress which also give up to date financial information on the projects are prepared and signed by the Head of the Finance Unit and counter signed by either the EU Programme Manager or the Chief Executive of the organisation.  This will indicate clear segregation of duties within the organisation.

Management Response

Agreed.

Management accept the recommendation as outlined by the IAU with regard to the co-signing of Form B's by Senior Management within SEI as well as the EU Programmes Manager.  This recommendation will be adhered to in all future EU Claims received from SEI.
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APPENDIX 1

Categorisation of Audit Findings


The findings in this report have been categorised using the following broad headings;
Serious Weakness - matters which could result in financial (EU or Exchequer) loss.  Management must act upon these recommendations immediately.

Control Weaknesses - matters that need to be corrected or implemented, in order to improve the system of internal control.  These matters should be implemented in accordance with a time- table as agreed with Internal Audit.

Serious and Control weaknesses will be further ranked as A, B, or C.  The following points will be taken into account when deciding the appropriate ranking to use.

A -
Where the finding was a Serious Weakness, there could result a financial loss greater than 5% of expenditure, or the weakness were so critical that its financial exposure cannot be quantified.  

Where the finding was a Control Weakness, the weakness had a significant risk of a disaster occurring, or no controls existed in vital systems, or no Departmental / EU policy existed.

B - 
Where the finding was a Serious Weakness, there could result in a financial loss of 1% to 5% of expenditure, or the weakness could lead to a major financial exposure.

Where the finding is a Control Weakness, poor controls existed in vital systems, or controls were not being operated properly, or Departmental / EU policy was not being fully implemented.

C - 
Where the finding is a Serious Weakness, which could result in a financial loss of less than 1% of expenditure, or the weakness could develop into a problem.

Where the finding is a Control Weakness, controls need to be improved within the system, or operational controls were poor, or the Department needed to issue guidelines / procedures to accompany its policy.

Other Points - cover other matters which Internal Audit raise with management.  This would include system enhancements, procedural changes and other matters that were not weaknesses in internal controls but could result in improved operations and/or greater efficiency.  Management were encouraged to implement these recommendations.
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