



































































































































o RPCOM No 16

Department of Communications
Energy and Natural Resources

Report of the Audit Committee to the
Secretary General for 2008

March 2009




Page 2
REPORT OF THE AUDIT COMMITTEE TO THE SECRETARY GENERAL 2008

Contents | Page No.

Statement from the Chair of the Audit Committee

Introduction

Rote of the Audit Committee

Membership of the Audit Committee

Work of the Audit Committee in 2008

Audit Committee Meetings heid in 2008

Achievements of the Internal Audit Unit in 2008

Staffing of the Internal Audit Unit

Breakdown of Audit Reports

High Risk and other summary findings in 2008

Audit Planning Process 23
@ Risk Management 24

Conclusion 24

Appendices Attached:
Appendix 1 — Members of the Committee 2008 27

Appendix 2 — Audit Plan 2008 28

Appendix 3 - Parties to the Risk Management Process 30




Page 3
REFPORT OF THE AUDIT COMMITTEE TO THE SECRETARY GENERAL 2008

Statement from the Chair of the Audit Commiitee

| am pleased to present the Annual Report of the Audit Commitiee to the
Secretary General for the 2008 calendar year.

2008 was a challenging year for the Department's Internal Audit Unit, brought
about by delays in the recruitment of a full-time Head of Internal Audit which
necessitated reliance on a part time consultancy resource acting as head of 1AU
until the last quarter of the year. As a consequence of this, delivery of the AU
work programme for 2008 feli short of what had been planned.

Nevertheless. the Internal Audit Unit retained its focus on effective delivery and
presented work to the Audit Committee that covered areas such as procurement,
risk management, praject management and corporate governance. Audit work in
the more routine areas of basic controls and verification of expenditures and
incomes also provided assurances to the Audit Committee on the adequacy of
the control environmert within the Department.

Noteworthy achievements of the Internal Audit Unit, in the Department, included
the work undertaken on the Capital Appraisal Spot Check Report and a review of
compliance with the Department of Finance guidelines for engaging Consultants.

Turning to specifics - Of fifteen planned audits for 2008, two were not carried out.
These are listed at page 9 of this report. These audits were deemed fo be
relatively low risk because of other work completed in the area as part of the
Capital Appraisal spot-checks in 2007 and also a value for money review.
Hawever Intermnal Audit is satisfied that the results of the work programme carried
out in 2008, in conjunction with the input of the Audit Committee permits a
“reasonable assurance” opinion on the systemn of internal financial control for
2008 as detailed at the end of this statement.

The Audit Commitiee has been informed through the work of the Internal Audit
Unit that expenditure on the Grid Upgrade Development Programme (GUDP) hag
been considerably less than originally allocated and that there are material
concems regarding systems of control in place regarding the management and
administration of the GUDP. Effective management and administration is required
to reduce the risk of losing EU funding. This programme will be reviewed by 1AU
irt 2009 when all claims have been submitted.

The Audit commitiee acknowledged the role of the Internal Audit Unit in
promoting positive attitudes to financial control and accountability through the
Senior Financial Management and Control Group and it welcomes the continuing
role of the unit in providing advice to the relevant Departmental personnel on ICT
Security and in faciiitating the Risk Management process.
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Training and development of the members of the Internal Audit Unit was of
paramount importance in 2008 due to the turnover of staff the previous year. The
staff of the Unit are pursuing a programime of continuous professional
deveiopment and some are studying for the Institute of Public Administration
Certificate in Finance (Accredited with NUI) and the Instifute of Internal Auditors
UK and Il Certificate in internal Audit and Business Risk and also the
commitment given by Departmental management. That training will continue to
be a priority, ensuring that new and existing members of staff are given access to
the correct training and mentoring in order to accelerate the learning process and
to facilitate the work of the Unit,

The Audit Committee draws reassurance from the support given and for the
functioning, resourcing and independence of the Unit by the Secretary General,
the Senior Management Team and indeed by the Depanment's officiais in
general.,

I am particularly impressed by the professionalismy,, motivation, dedication and
sense of public service of the Unit, as evidenced by the quality of its output and
the determination of the Department to address seriously, the issues raised both
by Internal Audit and by the Office of the Comptroller and Auditor General.

The effectiveness of the system of internal financial control is informed not only
by the work of the Internal Audit Unit but also by the structures in place within the
Financial Control Environment, the Administrative Controls that are in place and
the system of Management Reporting.

On the basis of the work carried out throughout the year, the Audit Committee is
of the view that the systems of internal financial control operating within the
Department of Communications, Energy and Natural Resources offer reasonable
assurance that assets are safeguarded, transactions authorised and properly
recorded and that material errors or irregularities are either prevented or would
be detected in & timely manner.

This report highlights any high risk issues that need to be addressed and lists in
the Conclusion on page 25 areas where controls need to be strengthened in
order to enhance the system of internal control.

Philip Furlfong
Chairman
Audit Committee

March 2009
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introduction

The Charter of the Audit Committee provides that within three months of the end
of each calendar year, ‘the Audit Committee shall formally report in writing to the
Secretary General outlining its activities during the year together with such advice
and recommendations, as it may deem appropriate”. This report represents the
formal reporting of the operations of the Audit Committee for the year 2008,

it should be noted however that there has been consistent and on-going informal
reporting by the Audit Commitiee and the internal Audit Unit to the Secretary
General throughout the year. In addition the formal agreed minutes of all Audit
Committee meetings and all Audit Reports are forwarded to the Secretary
General.

Role of the Audit Committee

The Audit Committee is part of the on-going systematic review of the business
controf and corporate governance procedures within the Department. It considers
the adequacy of the conirol framework within  the Department of
Communications, Energy and Natural Resources and such organisations under
its aegis. The role of the Audit Committee is to oversee and advise on matiers
relating to {(a) the operations and development of the internal audit function; (o)
the annual audit plan ensuring that i complies with the stated role of intemat
audit in relation to public funding (National and EU), (c) the business control and
fisk management environment, and (d} the relationship with external audit and
other relevant consultancies.

Membership of the Commitiee

The membership of the Audit Committee stood at five members throughout 2008,
two external members, two civil servants currently serving within DCENR and a
civil servant serving in another Government Department.

Ms Siobhan Fay is Executive Manager, Finance in Hibernian. Ms Fay acted as
Chairperson to the Audit Committee throughout 2008 and following the
completion of her contract in January 2009 has now heen succeeded by Mr Phil
Furlong as Chairperson of the Audit Committee. The committee wishes to place
on record its appreciation of the commitment and professionalism which Ms Fay
displayed throughout her term of office as one of the external members of the
Audit Committee.

Ms Pamela Mc Donald is Head of internal Audit in Our Ladies Children’s Hospital
Crumilin. She was appointed for a three year term in September 2006.
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Ms Fiona Kilcullen is the Head of Internal Audit in Department Enterprise, Trade
and Employment. Ms Kilcullen's contract was extended by the Secretary General
for a further year in September 2008.

Ms Katherine Licken is Principal Officer in Oil Supply, Oil, Gas, Grid and Peat
Corporate Division within DCENR.

Me Patricia Cronin is Principal Officer in Communications {Regulatory Affairs &
Postal} Division within DCENR.

Work of the Audit Committee in 2008

The Audit Committee considered thieen Audit Reports in 2008 including review
audits, thig includes four audit reports which are awaiting management responses
from the appropriate Heads of Functions or are awaiting sign-off by the relevant
Assistant Secretary.

A brief commentary on gach of these reports and the high risk issues that were
highlighted during the year is presented later in this report.

A representative from the C8AG’s office attended meeting number 50 of the
Audit Committee and briefed the committee on the issues in the management
ietter and the C&AG's annual report.

The Audit Committee was also briefed during the year on the ICT Disaster
Recovery/Business Continuity plan by the relevant Assistant Principal Officer and
Assistant Secretary.

Members of the Audit Commitiee receive a copy of all audit reports and if a
member wishes 1o raise issues which relates to any of the audit work conducted
whether or not it has/has not been placed on the agenda for discussien, they
have the right t¢ do so.

Audit Committee Meetings Held In 2008

There wera 5 Audit Committee meetings held in 2008 on the following dates:
Meeting No. 47 Friday 28" March 2008

Mesting No. 48 Thursday 15" May 2008

Meeting No. 48 Thursday 24" July 2008

Meeting No. 50 Thursday 16" October 2008

Meeting No. 51 Thursday 4" December 2008
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Achievements of the Internal Audit Unitin 2008

The audit work of the Internal Audit Unit for 2008 was focused on the issues rated
as medium to high risk for Divisions, the different business Seclors within the
Department and for the Depariment as & whale. These risks had been identified
during the roll out of the Risk Framework across the Department.

During the year the Unit continued to target improvements in the control
environiment in the Department through the implementation of the Strategic Audit
Plan. With the support of the Audit Committee, the Unit ensured that Audit
recommendations are implemented by the relevant Line Divisions.

Internal Audit actively participates in the Senior Financial Management Group
which meets bi-monthly with a list of standing agenda items. Internal Audit
reports to this group in relation to any internal audit issues and also contributes in
relation to the adoption of accounting standards and polices.

irnternal Audit also contributed to the working group for the development of risk
management strategies within the Department and assisted the Risk Commiitee
in the setting of the Deparimental Risk Register and in formulating strategies for
the reporting and mitigation of risks across the Depariment, The development of
risk management has greatly assisted Internal Audit in relation to audit planning.

Internal Audit Unit identified weakness in the ICT Disaster Recovery/Business
Continuity plan and a presentation was made by the relevant fine division to the
Audit Commiftee.

As part of its 2008 work programme the Intemal Audit Unit caried out a
comprehensive Capital Appraisal Spot Check Report. This proved to be a very
useful exarcise and ensured that the Internal Audit Unit received wice exposure
to all aspects of the Department’s work whilst at the same fime raised the
awareness and the profile of the Unit's work throughout the Department.

Staff training continues to be a priority for all members of the Internal Audit Unit.
Details of training courses attended during 2008 are contained in the staffing
saction baelow.

The annual Business Plan for the Internal Audit Unit includes Role Profiles for
each individual member of staff.

Staffing of the Internal Audit Unit

The post of Head of Internal Audit had been vacant since mid 2007. it was filled
on a part-time consultancy basis pending the recruitment of a permanent Head of
Unit in September 2008, Accordingly the staffing of the Unit currently comprises
Head of Internal Audit, (Mr. Tomas Chambers), Higher Executive Officer (Mr.
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Breakdown of Audit Reports

Audit Work Completed in 2008

Audit of Payment Process

Audit of Consultancy expenditure

Audit of recruitment procedures in relation to temp. geologists
Audit of Staff Development Unit after decentralisation

Audit of corporate governance of TG4

Audit of National Digital Research Centre

Audit of payroll Subhead A1

Audit of Salmon hardship schame

Audit of INFOMAR project

Audit of energy RTDH

Audit of Sustainable Energy lreland

Audit of ICT security/Disaster recovery/Business Contiriuity
Capital Appraisal Spot Checks Report

00000#‘0?.*!0

Audits Not Undertaken in 2008

The following audit areas on the Audit Plan 2008 were not examined due to the
reduction in the level of resources being made available to the 1AU:

+ Review of MANS system Auddit
+ Audit of BroadbandMANS

Ongoing Tasks Not Covered In The 2008 Audit Plan

« Procurement Reviewing Officar role for the Department Department of Finance
Circutar 40/02 references
s EU Article 10 checks

High Risk and other summary findings in 2008

The following is a summary of the major issues that were highlighted in Audit
Repotis throughout the year and brought to the attention of the Audit Committee.

Audit of the Salmon Hardship Scheme
High Risk Findings

1. Corporate Governance
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No formal provision far regutar repording between the two parties was made betwsen
DCENR and BIM. Internal Audit recommended that the Division put in place procedures
to ensure that all requirements under the Code of Practice for the Corporate Governance
of State Bodies are adherad to.

Audit Outcome — Managemert has agreed to schedule formal progress meetings
petween BIM and DCENR. The procedures for drawdown of funds by BIM from DCENR
are currently being reviewed with a view to strengthening the process.

2. inheritance Procedures

Two cases came to light during the audit where claims for compensation were made in
the name of deceased persons. in both cases, a death certificate was received and a
tax clearance certificate for the heir of the licence holder was received before payment
was made  However, this issue only camie to fight as the compensation was mare than
€10.000 and therefore required a Tax Clearance Certificate. There is no way (o examine
if claims made for less than €10,000 are affected by inheritance issues:

internal Audit recommended that, in any future schemes, a mechanism for dealing with
inheritance issues be established at the outset. in addition, recongiliation of PPS
numbers with Depariment of Social and Family Affairs records could be carried out, upon
receipt of permission of applicants.

Audit Cutcome — in the event of future schemes, these recommendations will be
considered,

Audit of the Corporate Governance of TG4
High Risk Findings

1. CED Contract and Performance Related Bonus

1.1 A CEQ was appointed to TG4 in April 2007, but as of November 2008, a contract
had not been signed with the CEO. This is in breach of the Guidelines on
Contracts. Remuneration and Other Conditions of Chief Executives and Senior
Management of Commercial State Bodies (March 2008}, which recommend that
a contract is signed before a CEO takes up position or, where this is not possible,
a cortraci should be signed within one month of the CEO taking up the
appointment,

1.2 The CEQ was paid a performance related bonus in 2007, However, performance
related bonuses should be subject to the approval of the Remuneration
Committee which must include a representative of DCENR. The 2007 bonus was
approved In the absence of a DCENR representative. in addition, a performance
related bonus being paid in the absence of a signed contract is in breach of the
Guidelines on Contracts, Remuneration and Other Conditions of Chief Executives
and Senior Management of Commercial State Bodies. Broadcasting Policy
Division was aware of the breach in relation to the performance related bonus




Page 11

REPORY OF THE AUDIT COMMITTEE TO THE SECRETARY GENERAL 2008
and in a meeting of 57 August 2008 advised TG4 of the breach. This matter was
also highlighted by the C&AG during an audit in September 2008

Internal Audit noted that the contract s currently the subject of negotiations between
DCENR and Dept of Finance and feels that this matter should be dealt with as a matter
of urgency.

Audit Qutcome

11 TG4 and the CEO have submitted a signed contract 1o DCENR.

12  Broadcasting Policy Division will continue to monitar the approval of performance
related bonuses. The Division undertake fo raise this issue with TG4 in a timely
manner each year in order {0 ensure compliance.

Audit of the Provision of Training/Staff Development Unitin DCENR
High Risk Findings

1. Procedures Manual

SDU do not have a procedures manual, Considering the loss of corporate knowiedge
with the 100% staff turmover on decentralisation, this poses & particuiar risk.

internal Audit recommended that immediate steps be taken within SDU to produce a
comprehensive procedures manual, with oversight from Human Resources Division {o
ensure that the processes detailed in it complies with the governing Circulars/Guideiines
and Department policies

Audit Outcome — As part of the 2008 Business Plan, SO proposs to draft a
procedures manual, '

2. Invoice Tracking

Of the sample, three invoices could not be reconciied 10 the trainee concemed.

internal Audit recommended that a reference number be provided for each trainee oh a

particular course which can be used for billing, and that each course is invoiced per
. trainee, rather than per course.

Audit Outcome — Since the new SDU team took over, a tender process has being
implemented for all  courses with the exception of the tachnical/specialist
courses/conferences which the policy divisions register themselves. All inwoices
received in relation {o training are clearly itemised and the cost charged is as per tender
agreemernt,

3. Filing

Throughout the course of the audil a number of documents were requested from SDU,
bist could not be sourced.
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Internal Audit recommended that SDU develop a filing system, complementad by a file
register and that a documented procedure for filing be included in the procedures
manual,

Audit Outcome — SDU has implemanted a file management system. The procedure will
be documented and contained in the procedures manual.

&, Procurement

internal  Audit is salisfied that proper procurement procedures are Now being
implemented and adhered to by the current staff in the unit. Howevar, the audit was not
able to ascertain with certainty if a competitive process was used in the procurement of
specialised courses prior to May 2008

In respect of technicalispecialist courses being requested, 1AU recommended that SDU
seek confirmation from the relevant fine division that such courses are only available
from a single source/supplier. in the event that the market can provide more than one
supplier, adequate consideration shouid be given to the type of procurement engaged in.

Audit Outcome - SDU propose to circulate an e-mail to all divisions asking them to
inform SDU of upcoming coursesiconferences that are likely to arise and to file these as
commitments.

Audit of Recruitment of Temporary Staff in GSI

High Risk Findings

1. Responsibility for the Recruitment of Temporary Graduate Geoscientists (TGG)

in the review audit of 2008, Internal Audit was informed that HRD had taken over
responsibility for the recruitment of temporary staff in the GG&I. This audit found that
while HRD issue contracts to TGGs, it is GSI who hoid the competition for recruitment,
fromn advertising stage through to selection:and vetting.

internal Audit recommended that HRD and the GS! agree protocols and proceduwres in
advance of any recruitment campaign.

Audit Qutcome - Both G8! and HRD agree that communication between the two sides
is necessary in advance of a recruitment campaign.

2. No Recruitment Licence in place for 2006 and 2007 Temporary Geologist
Compatitions

DCENR did not have a recruitment ficence or an exciusion order granted by the
Commission for Pubiic Service Appointment for the 2008 and 2007 recruitment
competitions.

Audit Outcome — HRD are obliged to adhere to the standards set by the Commission
for Public Service Appointments. A recruitment licence has now been applied for.
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3. Reference Checks

Reference checks were only carried out where candidates were not already known to
members of the interview panels. Checks that were performed were conducted by phone
sall as this method was considerad 1o be more efficient, refiable and informative.

internal Audit recammended that reference checks should be conducted in a consistent
and documented manner for ali successful dandidates and evidenced on the recruitment
file. in addition, best practice dictates that interviewers should not be party o interviews
where the canhdidate is known fo them,

Audit Outcome - GSI accepted this recommendation as bast practice.

4. HNo External Represeniative on the Interview Board

During the 2008 and 2007 recruitment competitions, the interview panel consisted only of
G381 staff, :

internal Audit recommended that a suitably quaiified person from HRD be included on
the interview board.

Audit Qutcome — GSi accepted this recommendation, provided a suitably gualified
person can be provided by HRD. In addition, GSI proposed that an independent
geoiogist also sit on the interview board.

8, Advertised Salary

The advertisement for the 2007 competition listed the salaty for the TGS contract as
€25,714. The correct satary was €30.857. The lower salary, as adveriised, may have
put off some potential candidates from applying for the competition.

Audit Quicome — The salary advertised was the salary in place on the day the ad went
to print (25/05/07). A pay increase came into effect on 1% June 2007, as part of the
mcreases under Towards 2018, The increased salary should have been listed on the
advertisemnent. Internal Aucit feels that a mistake such as this could be avoided if HRD
were included in the recruitment process.

€. Incorrect Communications

Feur apphcants whao had not reached interview siage were writlen to incorrectly, advising
them that they had not been successful in their recent mferview,

internal Audit recommended that g dedicated competition checkiist should be created io

assist in the fracking and progress of appiications.

Audit Dutcome — GS1 accented this recommendation from internal Audit.

7. Candidate Scoring
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Scores for one candidate were calculated incorrectly.  Although this miscaloulation did
not affect the outcome of the competition, Internal Audit recommaends that a process of
checking and verifying candidates’ scores be implemented.

Audit Qutcome - GS! accenis this recommendation,

Audit of Energy Research Development (Charles Parsons Awards)

Audit Findings

There were no audit findings classified as high risk.  However, the main issues of
concern that came out of the audit are:

1. Lack of Appraisal

A Multi Criteria Analysis was not carried out- 8t appraisal siage. The Guidelines for the
Appraisal and Management of Capital Expenditure Proposals in the Public Sector
recommend that an MCA be carrled out on projects with expenditure batween €5 million
and €50 million. :

The justification for the Charles Parsons Awards was based on the Strategy for Science,
Technology and innovation 2006-2013. Management feel that the MCA, is designed for
the appraisal of fixed asset projects. rather than awards schemes and the template
would have to be redésigned for use in fulure awards schemes.

2. Reporting and Moniforing

Each of the awardees was obliged to submit a three year Work Programme by 12/068/07.
The Work Programme would form the basis for a formal midierm review, on which a
decision whether to continué funding or not would be made. Infernal Audit feels that
three vears is too long a period of time to allow to lapse before reviewing the centre’s
progress. Internal Audit feels that the annual reports submitted by each awardee should
be reviewed {0 ensure progress is being made,

3. Post Project Raview

The intention to conduyct a post projedt review foliowing compiletion of the prolect was not
included in the Charles Parsons Awards contracts. In terms of the seven year timeframe
of the Awards scheme, 8 'post phase review' should take place at significant milestones
to ensure that projects are procesding according to plan and that lessons learned are
captured.

The Awards scheme is now under the managemant of Sciense Foundation Ireland and
SFi have been informed of the requirement of the post projsct review. Future project
contracts wilt explicitly state the need for a post oroject review.

Annual Spot Check on Compliance with the Guideiines for the
Engagement of Consultants and Other External Support by the Civil
Service




Page 15
REPORT OF THE AUDIT COMMITTEE TO THE SECRETARY GENERAL 2008
Background

The main objective of the spot check was to provide assurance to management
concerning the adequacy, application and effectivensess of the systems of internal control
being employed in relation to the engaging of External Support (Consultancy) and the
agsociated expendifure on Consultancy Services in the A7 sub-head and/or any other
relevant subhead that consultancy expenditure arose.

Findings

1. Business Case

The Guidelines for the Engagement of Consuitants and Other External Support indicate
- {hat "the decision to proceed without 2 full business case must be documented, approved
gt the appropriate level and the decision recorded in the project file'. Consultancies
which proceeded in the absence of a businéss case did not have the relevant
documentation/sign off recorded in the project file.

2. Project Manager

in all consultancy files examined, the role and responsibility of the project manager was
not documented and it was not clear, who, on behalf of DCENR, had overali
responsibifity for the management of the consultancy.

AU recommended that a project manager be appointed for each consultancy and that
the project management structure be documentsd on each consultancy file,

3 incomplete Files

instances of incomplete project fles were noted on some of the consultancies examined,
Of the six consultancies selected for examination:

= Three project files did not hold alf of the tenders received

» Tender evaiuation docurmnents were missing from two project files

« Records of day and time of receipt of tenders were absent from four project files

= One project file did not contain the tenders received or evaluation documents

« Two project files did not hold a Tax Clearance Cerificate for the contractor

internal Audit recommended that a checkliist of required documienis be placed on each
project file, and responsibiity for file maintenance be placed with g dedicated file
manager. Asample checklist was included in the report.

4, Post Project Review

In the majority of the spot-checks the main deliverable was a final report and upon
receipt of this report, the consultancy project was deemad closed. In four of the six
consultancies spot-checked, no post consultancy review tock place.

IAU recommended that in all consultancy projects, a formal post project review takes
place and is documented on the project file, Best practice in Contract Administration
would dictate that a Clese Out Audit is performed. Similar to a Post Project Review, the
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purposes is to assess whether alt services have baen performed and proﬁucts deliverad
as per the coniract specification.

B, Contraci Extension

One of the projects examined was the subject of an agreed contract extension. However
upen examination, Internal Audit found that the Contract Extension was agreed between
the two parfies through correspondence and the conditions of the Request for Tender
were agreed again for the extension cuntract but the contract extension was not signed
between the two parties,

IAU recommended that, where applicable, a formal Extension Contract, signed by all the
relevant parties, including an officer of appropriate grade from within DCENR, is entered
into and evidenced an the project file, regardiess of the value of the extension contract.

ICT Becurity & Disaster Recovery

Extract from the minutes of the Audit Committee meeting on
16/10/2008

Mr Molloy (Assistant Secretary central divisions) and Mr Birthistle (Assiatant Principal
Officer information systems division) joined the meeting.

The Payment Process Audit

Main Finding&:

1. information Technology System Security
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a} Internal System Administrators

Administrator rights for the Agresso system are limited to two officers. These officers
deal with the day to day operations of the system. However, no dedicated functional
specification document detailing the role or the associated rights is available

Recommendation _
That a dedicated functional specification document specific to the role of Agresso
administrator is devetoped for use by any officer assigned to the role.

b) System Access

User access o the Agressoe system is controlled by the system administrators. In the first
instance, an application form is completed and authorised by the relevant Head of
Function. These forms are accepted electronically and subsequently signed hard copies
are sought. Once accepted. the system administrator erestes a user account for the staff
member concerned. The creation of a user account is a single tiered event and requires
no supervisory $ign-off at the system administrator level.

Recommendation _
The system of setting up user accounts should be developed into a two-tiered process,

requiring some oversight/supervisory sign-off. This may take the form of an on-line
system check or authorisation of a daily log file of database changes by the supsrvisor,

2. Valid Tax Clearance Certificate/System Checks

Tax Clearance Certificate Override

The system provides a facility for the override of the TCC check. This facility should onty
be in use where the supplier is a public body. At present, a number of suppliers who are
not public bodies have the TCO override activated.

Recommendation _

The list of suppliers with TCC overrides activated should be examined and the TOC

overrides deactivated, where appropriate.  In addition, the ability to activate an override
on a supplier account should be at supervisory level.

Audit of the payroll subhead A1

High Risk Findings

1. Documented Payroll Procedures

At the time of audit there was no comprehensive Payroll Procedures Manual in
existence. However it is of utmost #mportance that an up to date Procedures Manual is
drawn up and made avaitable fo all relevant staff as soon as possibie.

Recommendation
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fnternal Audit recommends that a fully documented Payroll Procedures Manual should
be finalised, put in place and circulated to all relevant members of staff as soon as
possible,

Audit of the National Digital Research Centre (NDRC)

Main Findings

1.

The Agppraisal process engaged in was conducted at a very high level -
consisting of dialogue with & number of Government Deparimients, third levet
institutions, industry representatives and funding agencies to gauge the level of
interast in the project. The output of this dialogue was a Consultation paper

In the interasts of value for maney, the budget for this project should have been
more clearly defined. €15m o €25m is & very wide scale. This may have been
overcome with a more detailed appraisal process.

Concession Agreement is not sufficient — it does not deal with the issue of
unspent monies. In November 2007, DCENR began o get advice on the
changes that needed 1o be made 1o the Concession Agreement.

The quarterly reporis received did not address the financial performance for gach
maonth in that guarter by reference to the projections in the business plan,
revenues and expenditures, as agreed in the Concession Agreement.

The AP in the division ralsed genuing concerns sbout issugs in the first guanerly
report which neaded 1o be resolved with the NDRC. These concerns were raised
on 18/7/07. The AP requésied the confractor to draft a lstler to CECG NDRC
outlining thigse concerns.  There is no such letter on file,

in any eavent, the Oversight Cormittee had already agproved payment of
€2.5million on the 5/7/07 andd the payment had besn made,

The second quarterly report {October 2007) addressed the concerns raised by
the AP. Some of them agreed with the Depariment's point of view and some did
net.

The consorfium confracted to manage the NORC established a programme
whereby theil member instilutions would camry out research programimes and
raceive funding for same. DUCENR had concerns as these programmes had not
besn svaluated by external evaluators. There wera 11 programmes in ail
NDRC received agreement from DCENR fo continue with five of them (in order to
puild research momentum it its start up phase} bul were advised that the other
gix had (o be subjedt to-an external review.

DCENR approached Science Foundation lreland who initially agreed to carry out
the review but withdrew following contact with NDRC (NDRC expected to be fully
consilied in the review process). DCENR then engaged external consultants to
conduct the review but NDRC refused fo provide information on the projects to
enabla the review to be carried ot

-A nationat call for expressions of interest was released In early September 2007,

open to third level institutions, social groups, and industry. That call closed on 8"
October 2007, with a view to research commencing in Q1 2008. These project
proposals will be subject (o independent review.
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7. DCENR recouped €1.725m from NORC in unspent monies in Dec 2007, There
was some confusion as to whether this would be returned to the NDRC or not.
The NDRC were of the opinion it would be and in their estimates for 2008, they
requested €9.225m - €5m as outlined in the Concession Agreement, plus the
unclaimed €2.5m and the recouped €1.725m. Dept of Finance advised DCENR
that there was a very slim chance of receiving the €1.725m back from the
Excheguer. The €2.8m had been vired to Multi-Media Developments Subhead in
DCENR and €0.230m had been allocated to OTT, leaving €2.270m for the NDRC
~ the shortfall would have to be found in one of the other subheads.

g, Quartarly reports covering the last two quarters of 2007 were not provided io
DCENR uritil 30 Aprit 2008

Audit of the INFOMAR Project

Main Findings

1. An adequately detailed analysis of cost was not evidenced in the business case
provided. '
2. There is concemn at the speed which the project moved from conception,

appraisal, business case and through to the decision to go to tender.
Audit of Sustainabie Energy Ireland

Main Findings

1. Spot Checks carried out by Renewable and Sustainable Energy
Division

Renewable and Sustainable Energy Division carried out spot checks of expenditure by
SEl, which was ERDF funded. There is no evidence of a risk assessment being
conducted to assess which transactions should be included in the spot checks. The spot
checks did not make a check on whether or not SEf met their EU publicity requirements.

in addition, the supporting financial documentation accompanying the spot check reports
which Internal Audit examined gid not tally with the report findings.

Recommendation
Renewabile and Sustainable Energy Division should implement a risk-based approsch o
the sample selection for on the spot checks. The spot checks should make a check on

the adherence of publicily requirements within SEl and the notification of publicity
requirements 1o fingl bensficiaries.

2. Divisional Procedures

Renewable and Sustainable Energy Division do have a procedures manual in place but
the procedures set out in the manual are not adhered to in all cases. Some examples:
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- The Procedures Manual stales that evidence will be required of the grantee having a
separate bank account for ERDF funds. However, SE! informed 1AU that this is riot
required in pracfice.

- The Pracedures Manual states that a physical inspection specific to each claim will be
carried out. However, SEI informed IAU that inspections are only caried out in the
case of demonstration projedts.

- In order to certify expenditure. the Procedures Manual states that the contracior
(employed by the final recipient/grantee) must provide a photocopy of the cheque,
cheque reference number, copy of bank statement and letter from contractor that thay
have received payment into their accourt. However, this was not evidenced on files
examinad by Infernal Audit.

- The contractor must provide a statement that environmental protection and equality
requirements have been adhered 1o and that he/she has been made aware of EU
publicity rules and complied with them. Again, this was not evidenced on files
examinad by Internal Audi,

In reference 1o the finding on spot checks carried out by the Division, no findings were
made in any of the spot check reports examinad by Internal Audit regarding the failure of
SEl to adhere o the procedures above.

The Procedures Manual does niof provide details on how to deal with srrors in drawdown
requests. There is no documented procedure on dealing with fraud and financial
irreguiariiies,

The BMW region receives 75% funding, SE region receives 50% funding. National
programmes were calculated at 62.5% funding but the rationale for this is not
documentad,

Recommendation

Renewable and Sustainable Energy Division must follow their procedures, particdlarly in
respect of certifying expenditure of EU funds.

Documented procedures stiould be put in place to deal with:
= SITors in drawdown requests

- financial iregularities

- fraud

A dlarification on the caloulation of percentage of funding for nationaf programmes
should be sought from the Paying Authority or the EU Commission and a proper
documented procedure for the use of a national rate (if appropriate) put in place,

3. Adhering to ERDF Funding Requirements
' DCENR/SE! did not adhere to all ERDF funding requirements:

- The first payment application was not made within 18 months from the Commission's
decision to provide funding. This contravenes the N+2 rule which provides that if the
first payment application is not made within that timeframe, the 7% payment provided
on account can be reclaimed by the European Commission.

- While the EU is acknowledged on the SEI website and in printed publications, the
website does not contain hyperfinks to the Structural Funds website, as required.
More importantly, grantees are not made aware of their EU publicity requirements and
these requirements. are not set out in the contract between SEI and final recipients.
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- Projects in receipt of EU funding are not required by SE| 1 hold a separate bank
account for EU funds. This is contrary to Structural Funds requirements,

Recommendation

Renewable and Susiginable Energy Division and SEl should clarify the circumstances
surrounding the late first application for funding.

internal Audit recommends that Skl shouid inform grantess of their obligations under EU
publicity requirements; the EU must be credited for funding on any billboards, brochures,
websites, and posters, in annual reports, adverlising and in press releases issued by the
grantse,

Internal Audit recommends that SE| instructs grantees that, as per EU funding rules.
separate bank accourts must be opened for the receipt of EU funding.

4, Capitai Appraisal Guidelines

SEl acknowtedged that it is not aware of their abligations under the Capital Appraisal
Guidalines.

Recommaendation

Renewable and Susiainable Energy Division should take steps to ensure that SEl is
made fully aware of thelr obligations under the Capital Appraisal Guidelines,

&. Reporting Requirements to Managing Authority

internat Audit is not satisfisd thal Renewable and Bustamable Energy Division has
fulfilled its reporling requirements. in relation to the closure of the Economic and Social
Infrastructure  Operational Programme. (ESIOP), 1o Depariment of Transport, the
Managing Authority of the ESIOP. Failure to provide the Managing Authority with
sufficient informabion on expenditure by the Department and its” final beneficiaries ieads
to the Managing Authority being unable to- provide the European Commission with
required information on expenditure. Inadeguate reporting 1o the EU Commission could
lead to only partial funding being provided to the Energy Measure.

Recommendation _

Renewable and Sustainable Energy Division should make themselves fully aware of their
reporting requirements to the Managing Authority and implement a policy of timely
reporting.

Grid Upgrade Development Programme

On commencement of this audil. it was the interdion of Internal Audit to conduct an audif
based on the expenditure on the Grid Upgrade Development Programme, in addition to
the expendifure by 8El which is detailed in this report,

We received cooperation from the unit within the Renewable and Sustainable Energy
Division which is réspongible for presenting payment claims on behalf of ESB Networks
which is carrying out the GUDP and received some files in respect of this.

The Audit Committee has been informed through the work of the intemal Audit Unit that
expenditure on the Grid Upgrade Development Programme has been considerably less
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than originally sliocated and that there are material concerns regarding systems of
control in place regarding the management and administration of the GUDP. Effective
management and administration is required to reduce the risk of losing EU funding. This
programme will be reviewed by 1AU in 2009 when all claims have been submitted,

Capital Appraisal Spot Check Report
Main Findings

Appraisal Stages

1. . Lack of & standardised appraisal process across the projects sampled and timited
use of the created checkiists.

2. Lack of a Communications Plan and evidence of dissemination of relevant data.

3. Where funding was allocated by Central Government or included inr the annual
estimales, a detaffed Business Case or Project Initiation Document was nof creatad
to explore the available solutions. In addition, the “do nothing” option was rarely

. considersd
4. Formal sigr-off dotumentation was not always available.

Planning Stages

5. The management structure of the project team was usually based on the Divisional
Line of Command Structure. Howsver, the specific project responsibilities were not
always well documented.

B. A Change Request Mechanism. while usually mentioned at a contract level was
tet always documented. ‘

7. The project was not reviewed after the detailed plan and design had been prepared
or if this was done, it was not adequately documented on the project fiies,

8. Final approval and sanction 10 proceed to the next stage was not always
documented.

9. IAU understood that final approval was most likely recorded in management
meeting minutes. Howsver, the file notes did not always immediately reference this,

Implementation Stage

. “ 10. Lack of consistency in the format and level of quality of the monitoring and control
mechanisms and reporting streams across Business Units.
11. Although the financial data in respect of capital projects is being reported on a
monthly basis, no mechanism of reporting actual on-going project progress (phase
davelopment, project deliverables stc.) at a Department level is available.

Post Project review

12. The guidelines recommend that a post project review be completed for all projects
over £30 million and a representative sample of 5% of all other projects bs
 reviswed. The Depariment hes no policy on Post projct reviews and it is
recommended that s PPR policy should be put in place. 1t is important that the
lessons leamed on projects are documented, consideration should alea be glven to
phase reviews on larger projects.




inthe GF}II"HGH Df AU the Departmem wouid benefit from the c:featten of & central
dedicated project appraasai ahd management resource in the Department in order to
champion good project management practices and methodoiogies and monitor and
report on all project activities. as well as acting as a central repository for all refevant
documentation. This approach was recommended in last vear’s report and would ensure
that the issues outlined in the findings above are addressed.

To date this recommendation has nof been implementsd.

The roie of the Proourement Policy Unit (PPU} within the Department should be
strengthened and mandatory approval of procurement plans and contract extensions
should be given by the unit for all procurements over a certain threshold and any
contract extensions,

FPresently, Line Divisions are not reguired ta consull the Frocurement Policy Unit and the
uhi gives advice only when consulted. Given that procurement is not a core activity of
most Line Divisions, 1AU recommends that compliance would be improved with the
approach outlined above,

General High Risk lssues

The following areas continue fo be high risk issues that will need monitoring on an
ongoing basis:

+ Risk Management Process - the need fo ensure that the Risk Management
process is proparly embedded throughout the Deparfmant. MC and the Risk
Management Commiltee need to ensure that the risk management process
adequately identifies. assesses, mitigates, reviews and reports on all significant
risks.

« Public Procurement Guidelines - the need fo ensure that all staff members are
aware of their regponsibilities in relation to Public Procurement Guidelines so as
to ensure that best practice and value for money is achieved at ali times.

+ CT Security and Disaster Recovery - the need to ensure that ICT Security and
Disaster Recovery processes and procedures are robust snough to cover all the
Department’s oritical activities taking into atcount the restructuring of ISE

» Capital Appraisal Guidelines —~ the need to ensure that the Department of Finance

Capital Appraisal Guidelines are complied with so at to ensure that best practice
and value for monay is achieved at all imes.

Audit Planning Process

The Audit Committee approved the Internal Audit Unit Work/Audit Plan for 2008
as drawn up by the Head of Internal Audit. This plan was compiled using the Risk
Registers which were drawn up as part of the Risk Assessment process whereby:

+ Al divisions were requested to highlight the main risks that had been
identified during the rollout of the Risk Management process, which would
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have a negatwe impact on the Division's ability to carry ouf the agreed

Business Plan.
These risk areas were plotted on a mafrix showing the
{a) Probability of occurrence,
{b) The likely impact on the busihess,
Risks were then categorised as High, Medium or Low. It is the policy of Internal
Audit Unit to audit all High Risk areas, which have been identified within the 3-

yvear Business Planning process.

The 2008 Audit Plan is included at Appendix 2 of this report.

Risk Management

Effective risk management offers the Department a means of improving their
strategic. operational and financial management. it can alsg assist tc minimise
financial losses, service disruption, adverse publicity, and threats to pubiic health
ar compensation claims. Risk management is not a stand alone activity but is in
gssence an integral and ongoing pari of the management process that has now
been successiully integrated intc the business planning process.

internal Audit continued to provide support to the risk management process
within DCENR in 2007 but ownership of the process rests with the Management
Committee (MC). This point was reiterated at the Audit Committee held in March
2007.

Internal Audit examined the current Risk Registers available for Divisions when
reprioritising the 2007 Audit Plan and in drawing up the Audit Plan for 2008. High
and medium risks were prioritised as part of this process.

it is noted that DCENR is committed to integrating the risk assessment and
management tools into the management processes of the Department. |t is also
noted that the risk management process is not just limited to financial risks but is
intended to address all the potential risks that Divisions may face such as
operational, service delivery, tactical and the delivery of strategic goals including
the overall Programime for Government.

Conclusion

The activities of the Audit Commitiee and the Internal Audit Unit have contributed
significantly to enhancing the financial control environment and in providing a
level of assurance to the Secretary General as Accounting Officer,

The effectiveness of the system of internal financial control is informed not only
by the work of the Internal Audit Unit but alse by the structures in place within the
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Financial Centrol Environment, the Administrative Controls that are in place and
the system of Management Reporting.

The resource problems experienced by the Intermnal Audit Unit in 2008 have
resulted in two out of fifleen audits not taking place during the year. i this
situation had been allowed to continue into the fourth quarter of 2008 i could
have had an impact on the level of assurance given by internal Audit in the
opinion to the Secretary General as Accounting Officer for that period.

However Internal Audit feels that the results of the work programme carried out in
2008, mgether with the input of the Audit Committee permils a “redsonable
assurance " opinion on the system of internal financial control as detailed below.

On the basis of the work carried ouf throughout the vear, the Audit
Committee is of the view that the systems of internal financial control
operating within the Department of Communications, Energy and Natural
Resources do offer a reasonable assurance that assets are safeguarded,
transactions authorised and properly recorded and that material errors or
irregularities are either prevented or would be detected in a timely manner.

From the work carried out over the last year we are highlighting the following high
risk areas where controls need to be strengthened in the future.

These areas include:

+ Appraisal and Management of Capital Expenditure ~ ensuring that the
recommendations of the Capital Appraisal Spot Check report are
implemented as fully as possible and that all relevant staff are aware of
their responsibilities in relation to expenditure carried out under the Multi-
Annuai Gapital Framework.

» Consultancy Expenditure —~ ensuring that all consultancies are properly
assessed for business need, procured in compliance with the relevant
guidelines/legislation, effectively monitored and control throughout the
duration of the mnt{aﬁt and reviewed appropriately upon contract
completion,

« Risk Management Process — ensuring that the Risk Management process
is properly embedded throughout the Department, MC, through the Risk
Management Committee, need to ensure that the risk management
process adequately identifies, assesses, mitigates, reviews and teports on
all significant risks.

+ Public Procurement Guidelines - ensuring that all staff members are aware
of their responsibilities in relation to Public Procurement Guidelines so as
to ensure that best practice and value for money is achieved at all imes.

» ICT Security and Disaster Recovery - ensuring that 1CT Security and
Disaster Recovery processes and procedures are robust enough to cover
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ail the Department's critical activities taking into account the restructuring
of 1ISD, This should include all Data Security issues.

« Corporate Governance - ensuring that there are appropriate corporate
governance oversight measures in place in respect of Agencies under the
aegis of the Department,
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Avaiiable Daye 508
Report to Socretary General 10
Consultancy to Senior Financial
Management Group . 30 -
Reporting to MAC o 4
Audit Committee Attendarce and
Preparation e 20
Links with 1A in 88B's/ Agencies. _4¢
EU Audit Co-grdination 50 ERDF
_Procurement Reviewing Officer Role 20
Review of Consultancy Expenditure | 20
Contingencies 50
Diseretionary Days - 252
Communications Business &
Deveiopment
Review of MA&S-syst&fﬁ;mﬁuqi;m _ ERDF
Audit of Broaghand/MANS 20
Audit of Nationa! Digital Research
Centre 20
Finance Division
m;ﬁgg;resso - Review of Purc’hasé"MWW
Order Modulel Paymeni Process 29
. Payroll - Bub Head A1 ) 30
Decentralisation - Review of Controls |
in Divisions moving or already i
moved - Review Audiis 20
information Systems Division
iIcT Secﬁrityioisasier
Recovery/Business Continuity 16
Energy Division .
SEI - Sustainable Energy lreland 30 ERDF




Crogs-cutting

Review of Cansdiiﬁncy Expenditure

intand Fisherigs

| Salmon Conservation

19

Matural Resources:

{GSH Geolugical Survey of lreland

20

Review of reeruifment procedures
Audit of Project Governance in
Retation to Infomar - inshore
Mapping Resource

10

Broadcasting

Corporate Governance Review of
ic.)

20

Mizcelanegys

dﬁ_api&af Appraisal Spot Checks.

44

Discretionary Audit Days
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APPENDIX 2

Parties to the Risk Management Process
MC (Management Commillee)

MC should continue te snsure that the Risk Management process is property
embeddad throughout the Department. MC should receive reporis on the
operation of the risk management system and demand actions. it is the
responsibility of the MC and senior management in the Department 1o ensure that
there is a robust risk management process in place.

Heads of Division
Heads of Division along with their senior managers should be responsible for:

Implementing the Department’s risk management process in their Division
identifving, evaluating and signing off on risks at Divisional level;

Owning and managing the risks within the Division's organizational or
functional remit on a day-to-day basis;

« Ensuring clear roles and responsibilities for sk  identification,
management and reporting are defined within their areas using PMDS and
business planning;

s Ensuring compliance with the formal risk reporting requirements on an
ongoing basis;

+ Ensuring risk management awareness throughout the Division.

Staff
Individual members of staff are responsible for:

+ Operating and monitoring the system of internal control;
Proactively identifying risk issues and bringing these to the attention of
management;

¢ Ensuring that all risks are identified and reported in a timely and effective
ranner.

Audlt Commillee

The Audit Committee should be responsible for reviewing the processes for
managing risk in the Department. The Audit Committee should have a standing
agenda item on risk at its meetings and should receive feedback from the Head
of Internal Audit and the Depariment's management on the implementation and
performance of the risk management process. Such feedback should inciude the
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five key areas of identifying, assessing, mitigating, reviewing and reporting on
risks.

intermnal Audit Unit

Internal Audit has a ceniral role in advising the Accounting Officer and providing a
level of assurance on the state of the Department's risk managemant processes.
Internal Audit should regularly review risk management to ensure that it is robust.
When deciding the most appropriate role for it to play in the Department, Internal
Audit should assess the extent to which it can add value to the process of risk
management. However, Internal Audit always needs to remain independent and
objective.

Risk Register
The Department will need to maintain centralized records about their fisks in a

risk database or register. The register will be a primary tool for risk iracking,
containing the overall system of risks and the status of any risk mitigation actions.




