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Review of the Sustainable Energy Audit carried out in 2003
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Executive Summary

1. INTRODUCTION
This report represents the results of a review audit of the management and control systems applied by the Department of Communications and Natural Resources to operations co-financed by the Community under the Ireland: National Development Plan 2000-2006, Economic & Social Infrastructure                   Operational Programme, Energy Priority Measure, co-funded by the European Regional Development Fund. The original audit was carried out in January 2003 and this review audit seeks to examine whether the recommendations from that audit have been implemented, as agreed. This audit was carried out in accordance with EU Council Regulation 1260/99 and implementing Regulations 438/2001 and 448/2001. The report also reviews the EDP/IT SYSTEMS in line with Annex 6 (vi) of the Commission Regulation 1663/95 and the associated Computer Security guidelines (document VI/661/97 REV.2) and ISO 17799. 

MEASURE EXAMINED:  Energy Priority 

The Energy Priority Measure is divided into two separate sub Measures 1) Energy Conservation and 2) Alternative Energy. Both of these sub measures are administered and managed through the agency Sustainable Energy Ireland and claims for ERDF Funding are submitted by the SEI through the Renewable Energy Division within the Department. The business objective of the Sustainable Energy Priority is to:

· Develop and implement an intensive energy conservation/efficiency programme,

· Promote the development and use of alternative energy sources.

The legal framework relating to the financial management and control procedures for the ESIOP Programme 2000-2006 is contained in the following four EU Regulations:

· Notification of Irregularities under Article 38 1(e) of Council Regulation 1260/1999. This Regulation also details the specific responsibilities at each level of the cascade.

· Commission Regulation 1685/2000, which lays down detailed rules as regards the eligibility of expenditure of operations co-financed by Structural Funds.

· Commission Regulation 438/2001 which lays down detailed rules for the implementation of Council Regulation 1260/99 regarding the management and control systems for Structural Fund assistance 

· Commission Regulation 448/2001, which sets out the procedures for making financial correction in the event of bad management or inadequate control of Structural Fund expenditure.
2. AUDIT METHODOLOGY & SCOPE

· Audit Scope

The audit is a system based risk assessment approach including an amount of compliance testing and verification as part of the audit methodology in accordance with the terms of reference, which have been established for the Internal Audit Unit.

The audit was carried out in accordance with the provisions of the Management and Control Systems Audit Manual for Structural Funds. 
The IT Security systems in place have been audited in line with the Departments IT Audit Plan based on a risk assessment of the issues involved. The IT Security Policies (based on ISO17799) in place within the Department have been examined taking account of the EU Computer Security Guidelines (document VI/661/97 rev.2 and annex 6 to Comm. Reg. 1663/95). The following sub-systems have been examined in the course of this audit:

      E-mail system

      Internet system

      Remote access procedures

      Controls in relation to software installations at non-network locations

      Controls in relation to computer usage

      Controls in relation to the allocation of computer and network facilities

      Lock-down procedures

      Physical environmental arrangements

      Controls to staff awareness separation of duties

      Systems development controls

The scope of review audit was to specifically look at the implementation of the recommendations made by the Internal Audit Unit in the previous audit report. 

Audit Resources
The original audit was carried out by Tom O’Brien, Executive Officer under the supervision of Niall Kelly, Head of the Internal Audit Unit during the period January 2003. The review Audit was carried out in July 2005

· Nature of Findings

In the course of the original audit on the Energy Priority Measure including IT Security, a number of findings had come to light and had been documented along with the management response received in the report. All findings were categorised in the original report by reference to the level of importance, which we believed should be attributed to them. 

3. OPINION
It is the opinion of the Internal Audit Unit of the Department of Communications, Marine and Natural Resources that the internal management and controls systems in place within the Energy Efficiency Division in the administration of the Economic & Social Infrastructure Operational Programme 2000-2006, Sustainable Energy Sub-Programme, Energy Priority Measure which was financed by the Community under the European Regional Development Fund was satisfactory and that the expenditure examined during the audit process had been verified as eligible under the Regulation mentioned above.

Based on the review of the implementation of the recommendations set out in the original audit the opinion is now as follows:

1. We are satisfied that functions have been clearly allocated, where necessary authorities designated, and separation of duties ensured.

2. We are satisfied that there are adequate arrangements to ensure that the procedure for grant applications, appraisal of applications and selection for funding comply with the relevant rules
, are in accordance with the needs of the area in question
, and that decisions by the authority are fully documented.

3. We are satisfied that there are adequate arrangements to ensure that the selection of contractors/suppliers complies with public procurement rules.

4. We are satisfied that there are adequate procedures to verify the delivery of products and services, and the reality and eligibility of expenditure.

5. We are satisfied that the systems are adequate to provide reliable financial and statistical information on implementation.

6. We are satisfied that checks are carried out on a sample basis, which are representative and based on risk-analysis, and cover at least 5 % of the total eligible expenditure; and that checks are carried out to verify the effectiveness of the management and control systems in place

7. We are satisfied that bodies taking part in the management and implementation of the assistance maintain either a separate accounting system or an adequate accounting code for all transactions relating to the assistance.

8. We are satisfied that there are procedures to ensure that certified declarations made to the Commission are accurate, result from accounting systems based on verifiable supporting documents, and that they only include expenditure that has been actually effected, incurred in operations selected for funding under the assistance and for which State Aid has been approved by the Commission.

9.
We are satisfied with the IT security controls that are currently in place within the Department as a whole.


	    Original Audit                                         Review Audit
   Satisfied:                                                  Satisfied:
Objective One                                         Objective One

Objective Two                                          Objective Two

Objective Three                                       Objective Three

Objective Four                                        Objective Four  

    Objective Five                                         Objective Five                                            

    Objective Six                                           Objective Six 

Objective Seven                                      Objective Seven

Objective Eight                                       Objective Eight

                                                                           Objective Nine                                                          

 Not Satisfied:                                                Not Satisfied:
Objective Nine                                         




4. AUDIT FINDINGS & RECOMMENDATIONS: - 
Control Weakness: Category C

Form B’s received from the Implementing Agency (Sustainable Energy Ireland) are signed and counter signed by individuals within the same units within the agency. 

Recommendation
For audit purposes we would request that Form B’s, which are statements of progress which also give up to date financial information on the projects are prepared and signed by the Head of the Finance Unit and counter signed by either the EU Programme Manager or the Chief Executive of the organisation.  This will indicate clear segregation of duties within the organisation.

Management Response

Agreed.

Management accept the recommendation as outlined by the IAU with regard to the co-signing of Form B's by Senior Management within SEI as well as the EU Programmes Manager.  This recommendation will be adhered to in all future EU Claims received from SEI.

Present Position The recommendation has been implemented and is being enforced




Review of IT Security Audit 



















































































































































































































































































































































































































































































































































































































































































































































































___________________________________________________________________________________

Internal Audit Unit

Department of Communications, Marine & Natural Resources

